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A B S T R A C T

Unmanned System-of-Systems (USoS) equipped with a relay communication system exhibit pronounced struc-
tural coupling and heightened susceptibility to cascading failures. Existing evaluation approaches inadequately 
capture the functional role of relay entities, and prevailing recovery strategies show limited adaptability to USoS 
imposed by relay-enabled architectures. To address these limitations, this study develops an integrated frame-
work for resilience evaluation and recovery strategy optimization. A Task-Driven Multilayer Network (TDMN) 
model is constructed to quantify relay-induced communication gains and task-chain dependencies. Building on 
this foundation, a bi-objective Moth–Flame Optimization algorithm BMRMFO is developed to simultaneously 
minimize cumulative performance loss resilience and total recovery time cost. The algorithm integrates 
initialization based on maintain rules and local reinforcement mechanisms to enhance convergence stability 
within discrete recovery spaces. Multi-scale USoS experiments show that TDMN can effectively quantify relay-
induced performance gains, thereby highlighting the necessity of incorporating task-level mechanisms into 
system evaluation. Building on this evaluation foundation, the proposed framework consistently outperforms 
nine baseline algorithms. In particular, it achieves 27.62% and 22.61% improvements on two objectives, 
respectively. Statistical significance tests and relay-priority analyses further confirm its suitability for relay-
enabled USoS, where relay-driven structural coupling and task-chain dependencies shape mission-level perfor-
mance and recovery decisions.

1. Introduction

With the rapid advancement of unmanned and communication 
technologies, Unmanned System-of-Systems (USoS) have evolved to-
ward highly distributed, intelligent, and emergent operational patterns 
[1]. Owing to their lightweight design, miniaturization, customization, 
and cost efficiency, unmanned platforms have become key enablers of 
next-generation wireless communication systems and, when deployed as 
mobile relay entities, can substantially enhance communication per-
formance and extend operational reach [2,3]. Compared with tradi-
tional ground-based or satellite relays, these mobile relay systems offer 
broader coverage and greater adaptability, and have been widely 
applied in reconnaissance, terrain mapping, and disaster-response mis-
sions [4–7]. However, recent studies indicate that the introduction of 
relay entities fundamentally reshapes network connectivity, multi-hop 
routing structures, and load distribution, thereby influencing system 

vulnerability and cascading-failure dynamics in IoT, IIoT, and multi-hop

wireless networks [8–12]. These relay-induced structural and dynamical 
effects present significant challenges for sustaining reliable USoS 
operations.

In resilience engineering, performance evaluation and recovery 
optimization jointly determine a system’s capacity to withstand, absorb, 
and recover from disruptions [13]. Although these issues have been 
widely examined in critical infrastructures [14,15], supply chains [16], 
and unmanned systems [17–19], they present heightened complexity in 
relay-enabled USoS. Existing performance evaluation models fail to 
adequately capture the communication gains introduced by the Relay 
Communication System, leading to inaccurate capability assessment. 
Furthermore, relay-enabled architectures increase structural complexity 
and amplify reliability risks, making mission failures more likely under 
external disturbances or internal faults and thereby heightening the 
need for timely and effective recovery strategies to reconfigure the 
system architecture and preserve essential functions [20,21]. Therefore, 
an integrated framework that unifies USoS performance evaluation and
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recovery optimization is urgently needed to address the substantial risks 
that relay-induced structural and dynamical changes pose to system 

reliability across diverse scenarios.
To accurately evaluate the resilience of USoS, a performance evalu-

ation framework is required that captures how system functionality 
evolves under disruptions. Traditional indicators for unmanned systems, 
such as operation loops derived from the Observe–Orient–Decide–Act 
(OODA) framework, reflect task concurrency and functional diversity 
within a given time window [22]. However, excessively long loops 
diminish operational efficiency, and simple loop counts provide limited 
insight into how collaborative behaviors or information constraints 
shape system performance. Although recent studies have attempted to 
eliminate redundant loops and improve evaluation precision [23], these 
efforts remain confined to isolated functional capabilities and thus offer 
limited explanatory power at the mission level. The critical role of relay 
entities further heightens USoS vulnerability, underscoring the need to 
understand how relay-induced communication constraints and struc-
tural dependencies influence performance and resilience. Existing 
research, however, primarily examines cascading failures and surviv-
ability at the communication or network layer, leaving their implica-
tions for mission-level performance evaluation and recovery decision 
making in relay-enabled USoS insufficiently explored [24]. With 
continued progress in system research, a task completion capa-
bility–centered evaluation paradigm has emerged. Existing 
mission-level performance evaluation methods can be broadly classified 
into two categories. The first is task semantic-based evaluation, which 
selects indicators according to specific task concepts, such as recon-
naissance coverage or loitering time. The second is operation loop-based 
evaluation, which estimates effectiveness by measuring task baselines 
and completion probabilities. Notably, tasks represent a higher-level 
abstraction of system capabilities [25] and are structurally inter-
connected through task chains [26]. The introduction of task chains 
reveals that localized improvements in individual capabilities do not 
necessarily enhance overall mission performance; substantial gains in 
task completion capability can only be achieved through coordinated 
evolution of multiple capabilities within a task chain [27,28]. In this 
context, it is necessary to develop modeling and evaluation approaches 
from a task chain perspective to support the characterization and anal-
ysis of coordinated capability evolution in complex USoS scenarios. 

Existing resilience optimization approaches can be broadly grouped 
into importance-driven, reinforcement learning, and heuristic optimi-
zation methods. Importance-based methods feature low computational 
complexity and high interpretability, as they generate recovery strate-
gies according to the contribution of individual entities to system 

resilience [15,29]. However, their applicability is generally limited to 
relatively simple scenarios and does not extend well to complex, 
multi-objective decision environments. Reinforcement learning ap-
proaches enable adaptive and iterative policy optimization without 
requiring complete knowledge of task scenarios [17,30]; yet, they 
typically demand long training periods, exhibit sensitivity to scenario 
variations, and suffer from limited generalizability across heterogeneous 
operational conditions. In contrast, heuristic optimization algo-
rithms—valued for their simple implementation and rapid con-
vergence—have been widely applied in USoS recovery strategy design 
[2,31], offering greater flexibility and interpretability [32–34]. How-
ever, most existing applications directly employ generic metaheuristics 
without explicitly modeling the relay-induced structural coupling, 
multi-hop communication constraints and heterogeneous recovery 
measures inherent to USoS recovery scenarios. Consequently, the search 
process often fails to leverage problem-specific structural features and 
may yield recovery strategies that are suboptimal from a resilience 
perspective. Moreover, contemporary system-level design efforts tend to 
emphasize performance enhancement, while the interplay between 
system architecture and resilience remains insufficiently examined [35, 
36].

To address the challenges mentioned above, this paper develops a

modeling, evaluation, and optimization method aimed at enhancing the 
resilience of the USoS. The main contributions are as follows:

(i) . A Task-driven Multilayer Network (TDMN) is developed to 
evaluate the performance of USoS with relay communication. By 
explicitly modeling relay-communication relationships and 
introducing a new operation-loop analysis method, the model 
quantifies the performance gains enabled by relays. In addition, 
TDMN captures both structural dependencies and core mission 
demands, establishing a task-centric performance evaluation 
framework through the construction of task chains.

(ii) . To address the recovery optimization problem in USoS, this study 
proposes a bi-objective recovery optimization algorithm that in-
tegrates four heterogeneous recovery measures—Functional 
Switching, Resource Allocation, Redundant Activation, and On-
site Maintenance—to jointly minimize cumulative performance 
loss resilience and total recovery time cost. Built upon the 
Moth–Flame Optimization (MFO) framework, the proposed 
method develops a discrete solution representation for MFO to 
match the recovery optimization model established in this work, 
thereby forming BMRMFO. On this basis, a maintenance rule-
guided initialization scheme and a local reinforcement mecha-
nism are further incorporated to improve feasibility and search 
efficiency in the discrete decision space.

(iii) . Extensive multi-scale USoS case studies spanning different 
disruption intensities and support-resource settings evaluate the 
proposed framework. The evaluation model is validated by 
demonstrating relay-induced structural evolution and mission-
level coordination patterns, highlighting the need for task-
chain–aware assessment. Building on this, BMRMFO is bench-
marked against four bi-objective algorithms and six baselines, 
with added analyses on whether relay-related elements are 
naturally prioritized; the results consistently reveal relay-driven 
trends and emergent relay-neighborhood prioritization, demon-
strating superior overall recovery performance.

The remainder of this paper is organized as follows. Section 2 in-
troduces the TDMN model and the associated system performance 
evaluation approach. Section 3 presents the USoS recovery scenario and 
the proposed bi-objective recovery strategy optimization algorithm 

BMRMFO. Section 4 presents case studies and comparative experiments 
validating TDMN and BMRMFO. Finally, Section 5 concludes the paper 
and outlines future research directions.

2. Modeling and evaluation of USoS considering relay 
communication

2.1. TDMN Model

2.1.1. Modeling framework
The USoS is fundamentally designed to accomplish prescribed core 

missions; therefore, its performance must be assessed through mission 
fulfillment. Drawing inspiration from multilayer network theory [2,3], 
this study develops TDMN that quantitatively evaluates 
communication-enabled capability gains while reflecting the 
mission-oriented and task-driven characteristics of the USoS. TDMN is 
defined as a three-layer interconnected network N = (S , C , M ). The 
Structure Layer S , modeled as an unweighted undirected network, 
characterizes the direct communication links and functional interactions 
among physical entities. The Capability Layer C , modeled as a weighted 
directed network, incorporates relay communication mechanisms and 
the OODA operational framework, where edge weights represent the 
required number of communication hops between entities. The Mission 
Layer M , modeled as an unweighted directed network, represents the 
tasks and task chains that the USoS must perform to accomplish its core 
missions, represents the mission demands obtained through mission
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decomposition. By separating structural configurations, communication 
topology, capability interactions, and mission demand, the TDMN pro-
vides an accurate and systematic framework for USoS performance 
evaluation.

Fig. 1 illustrates the overall structure of the USoS multilayer 
network. In this framework, the Mission Layer derives mission demands 
by decomposing core missions into task chains, thereby providing the 
criteria for assessing mission fulfillment. The Structure Layer represents 
the real operational environment by describing the number, functional 
roles, spatial distribution, and interaction relationships of friendly and 
target entities. Based on the performance attributes of physical entities 
and the identified mission demands, the Capability Layer applies 
information-flow rules to filter and map feasible links, abstracting in-
dividual entity functions into operation loops that support specific tasks 
and establishing the correspondence between mission demands and 
physical entities.

The TDMN provides a unified and rigorous framework for evaluating 
USoS performance. By explicitly modeling relay mechanisms, it quan-
tifies relay-enabled performance gains and assesses their influence on 
mission fulfillment. Furthermore, the Mission Layer specifies mission 
demands and links them to the structural entities, enabling performance 
assessment results to inform the selection and prioritization of recovery 
actions and to guide the design of more resilient USoS architectures.

2.1.2. Modeling process

(1) Structure Layer Modeling

USoS performance evaluation relies on comprehensive information 
acquisition; therefore, Structure Layer modeling must be conducted first 
to identify entity attributes and interaction relationships. According to 
the OODA framework, entities can be categorized into four types: sen-
sors S, which perform early intelligence, surveillance, and reconnais-
sance functions; deciders D, which undertake command and control 
roles; influencers I, directly interact with and alter the physical envi-
ronment; targets T, representing mission-determined interactive objects

external to the USoS.
The Structure Layer network is defined as S = (V S ,E S ), where the 

node set V S = V S ∪ V D ∪ V I ∪ V T represents the entities, V S , V D , V I and 
V T denote the sets of sensor entities, decider entities, influencer entities, 
and target entities, respectively. The edge set E S = E C ∪ E F defines in-
teractions among entities, primarily consists of functional interaction 
edges E F and communication interaction edges E C . Fig. 2 depicts the 
interaction relationships between entities.

Fig. 1. Task-driven multilayer network.

Fig. 2. Entity interaction relationships.
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In Fig. 2 (a), functional interaction relationships are established 
when a target entity falls within the detection range of sensor entities or 
the influence range of influencer entities, indicating functional con-
nectivity between the entities. For example, when the distance d3 be-
tween the influencer entity and the target entity is less than the influence 
range, a functional interaction relationship is formed. As illustrated in 
Fig. 2 (b), the establishment of communication interaction relationships 
is governed by factors such as distance, communication range, and the 
importance of unmanned entities, thus leading to a preferential 
connection tendency toward critical or geographically proximate nodes. 
Specifically, if the unmanned entity v i2 lies within the communication 
range of the entity v i1 , the probability 

∏ 
(degree i1 |i2) of establishing a 

communication link between v i1 and v i2 can be calculated using Eq. (1) 
[37]:

∏ 
(degree i1 |i2) = β

degree i1
∑ N t

n e=1 k n e
+ (1 − β)

Fun 
( 
d i2,i1 

)

∑ N t
n e=1 Fun 

( 
d i2,ne 

) (1)

where, β ∈ (0,1] denotes the weighting factor between node degree and 
distance. When β = 1, the probability depends solely on the degree of 
each unmanned entity. When 0 < β <1, the model incorporates both the 
node degree and a distance-based function. The parameter β thus de-
termines whether the model prioritizes connections with critical nodes 
or establishes links based on communication relationships. In particular, 
degree i1 represents the degree of entity i1. N t is the number of unmanned 
entities at time t, and d i2,i1 denotes the distance between unmanned 
entity i1 and i2. The function Fun(d i2,i1 ) serves as a distance normali-
zation function, which adjusts the pairwise distances according to 
communication range constraints.

(2) Capability Layer Modeling

The Capability Layer abstracts the discrete physical components 
within the USoS and integrates originally independent functional en-
tities, thereby establishing a formal correspondence between individual 
entity functions and USoS-level capabilities [38]. At this level, the 
information-flows in this layer represent various functional interactions, 
including reconnaissance sharing {S ↔ S}, target detection {S→D}, de-
cision sharing {D ↔ D}, command delivery {D→I}, target engagement
{I→T}, and performance feedback {T→S} [2]. These functional in-
teractions in the Capability Layer do not exist in isolation; instead, they 
are organized according to specific causal logic to form a closed-loop 
chain of operational execution, namely the meta-operation loop. 

Definition 2.1. (Meta-operation loop). A meta-operation loop c = (Ĕ, 
Φ) is a directed cyclic path which represents a series of directed edges

among node types:U 1 → 
φ 1 U 2 → 

φ 2
...→ 

φ r U r+1 → 
φ r+1 U 1 , where node types U 1 , U 2 ,

…, U r+1 ∈ Ĕ, and link types φ 1 , φ 2 , …, φ r ∈ Φ.

Common meta-operation loops are illustrated in Fig. 3. Meta-
operation loop (a) depicts a basic operation loop {S→D→I→T→S}: a 
sensor detects a target and transmits relevant information to a decider, 
which issues a command to an influencer, who then exerts disruptive 
effects on the target. Based on this structure, Meta-operation loop (b)
{S→D→D→I→T→S} incorporates collaborative decision-making, meta-

operation loop (c) {S→S→D→I→T→S} adds cooperative reconnais-
sance, and meta-operation loop (d) {S→S→D→D→I→T→S} combines 
both enhancements, resulting in four fundamental meta-operation 
loops.

In relay-enble USoS architectures, interaction relationships become 
highly complex; beyond the functional entities, the communication 
coupling introduced by relay entities must also be considered. There-
fore, the Capability Layer can be formally defined as C = 

( 
V C , E C , 

W C 
) 
, where the node set is classified by relay configuration: V C = 

V R;S,D,I ∪ V N;S,D,I ∪ V T . Here, V R;S,D,I represent the relay entities with 
sensing, decision-making, and influencing functions, respectively, while 
V N;S,D,I denote their non-relay counterparts. The edge set captures five 
categories of information-flows, denoted as: E C =

{S ↔ S} ∪ {S→D} ∪ {D ↔ D} ∪ {D→I} ∪ {I→T}. Each edge represents 
one of the following flows: reconnaissance sharing, target detection, 
decision sharing, command delivery, and strike assessment. A weight 
function W C = 

{ 
w C 
( 
e C 
) 
|e C ∈ E C 

} 
assigns a positive integer to each 

edge, representing the number of communication hops required be-
tween two entities, equivalent to the length of the shortest relay-based 
path. Specifically, w C 

( 
e C 
) 
= 1 denotes direct interaction without re-

lays, whereas w C 
( 
e C 
) 
> 1 indicates communication through one or 

more intermediate relay entities.
Information flows in the Capability Layer originate from the inter-

action relationships defined in the Structure Layer and are retained only 
when both functional compatibility and communication feasibility are 
satisfied. In USoS considering relay communication, feasible informa-
tion exchange may occur through direct links or through relay-
supported paths composed exclusively of relay entities. To identify 
such paths, for each ordered entity pair (src,tgt) without a direct link in 
the Structure Layer, we search for the shortest relay path P relay whose 
internal nodes are all in the relay set V 0 . If P relay exists and its hop count 
is no greater than max hops, we add a directed edge (src,tgt) to the 
Capability Layer and set its weight to the hop count. After processing all 
candidate pairs, we filter the resulting edges by the information-flow 
interaction rules and remove any links that violate the type con-
straints or exceed the hop threshold. The remaining directed weighted 
graph forms the finalized Capability Layer, as summarized in Algorithm 

1.
Once the Capability Layer network is constructed, operation loops 

are identified to support performance evaluation. As noted earlier, the 
introduction of relay entities improves network connectivity and en-
hances overall USoS performance. To further demonstrate the perfor-
mance gains of the Relay Communication System, we conduct 
comparative analyses under different relay configurations. Assuming 
the number of relay entities is N R , Relay Communication System with N R
= 0, N R = 1 and N R = 2 was configured in the instance. The topology of 
the Capability Layer under these three instances is shown in Fig. 4.

In Fig. 4, the directed and weighted edges represent the Capability 
Layer network generated by Algorithm 1. Black edges denote interaction 
links that exist in the USoS without relay entities; red edges correspond 
to new links enabled by the presence of relay entities; and grey edges 
indicate direct communication links removed due to violations of 
information-flow rules. Notably, indirect communication through these

Fig. 3. Four common meta-operation loops.
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grey links remains possible if a valid relay path exists. In this case study, 
the maximum allowable number of communication hops is set to two. 
The introduction of additional relay entities substantially increases the 
number of links in the Capability Layer network. In addition, a further 
examination of whether the proposed algorithm can quantify the per-
formance gains introduced by the Relay Communication System will be 
presented in Section 4.2.1.

(3) Mission Layer Modeling

Within TDMN, the Mission Layer represents broad strategic goals 
that define the fundamental purpose and long-term direction of the 
system. In this context, tasks are discrete, well-defined elements within 
the mission layer that correspond to specific activities required to realize 
components of these strategic goals. Thus, while missions establish the 
overarching strategic framework, tasks constitute the concrete opera-
tional steps necessary for mission fulfillment.

Definition 2.2. (Meta-task chain). Meta-task chain is an ordered 
sequence of task types which is described as P . Formally, the meta-task 
chain p can be expressed as Eq. (2):

P p = 
〈
L (p)1 , L 

(p) 
2 , ..., L (p) m p

〉 ( 
p = 1, 2, ..., n p 

)
(2)

where L (p) denotes the task type at the one stage of the meta-task chain. 
m p denotes the number of task types of meta-task chain p. n p denotes the 
number of meta-task chain.

In real-world applications, tasks may involve sequential de-
pendencies or parallel coordination, leading to diverse meta-task chains. 
For example, in emergency rescue scenarios, area mapping or commu-
nication network setup must often be completed before rescue

operations can proceed. Based on the four types of meta-operation loops 
previously constructed, four corresponding task types can be defined: 
Basic Tasks, which are relatively straightforward and foundational; 
Sensing Tasks, which require accurate target observation and percep-
tion; Decision Tasks, which involve complex reasoning and multi-factor 
evaluation; and Sensing-Decision hybrid Tasks, which integrate 
perceptual and decision-making requirements.

These task types can be combined according to target characteristics 
to construct meta-task chains, which are executed in appropriate 
quantities to fulfill the core missions. Each operation loop within the 
Capability Layer is abstracted into a task instance in the Mission Layer, 
representing a specific task supported by the underlying capabilities. To 
illustrate the process by which task targets are decomposed into task 
sequences and corresponding task demands are established, Fig. 5 pre-
sents a schematic example of this task-decomposition process. For 
illustration, 〈L 1 , L 2 , L 3 , L 4 〉 represents one such meta-task chain; in 
practice, meta-task chains can be flexibly designed to meet the specific 
requirements of each core mission.

Based on the mapping between operation loops and task types, the 
Mission Layer network is defined as M = 

( 
V M ,E M 

) 
, where the node set 

V M = V L 1 ∪ V L 2 ∪ V L 3 ∪ V L 4 consists of four task types. A logical 
connection between two tasks is created only when they are associated 
with the same target entity. Therefore, multiple tasks can be organized 
into a meta-task chain only if their corresponding operation loops are 
directed toward the same target entities. Accordingly, the edge set E M =
{ 
e M1 ,eM2 , ...,e M 

N M

} 
, where N M denotes the number of links in the Mission 

Layer, E M captures task interaction relationships determined jointly by 
task-chain structure and target assignment.

Based on the definition of the Mission Layer, Algorithm 2 formalizes 
the construction of the Mission Layer network. During this process, tasks 
derived from operation loops whose length exceeds L max are filtered out, 
since overly long loops generally imply higher execution complexity and 
lower stability. Accordingly, these tasks are pruned to ensure that the 
remaining Mission Layer nodes comply with the meta-task chain for-
mation constraints and are more representative of practically executable 
missions.

Algorithm 1
Capability layer network generation.

Input: Structure Layer network S

Relay entity set V 0 
Information flow rules interaction_rules 
Maximum allowable hop count max_hops 
Output: Capability Layer Network C 

Add all nodes in S to C 

foreach edge (u, v) ∈ S do 
Add directed edge (u, v) and (v, u) to C with weight 1

end
foreach (src, tgt) in S where src ∕= tgt do

Find the shortest path P relay from src to tgt
Subject to: all internal nodes of P relay ∈ V 0 

if P relay exists and Length(P relay ) ≤ max_hops then
Add directed edge (src, tgt) to C
Set weight (src, tgt) = Length (P relay )

end
end
foreach edge (u, v) in C do

if type (v) ∕∈ interaction_rules [type (u)] then 
Remove edge (u, v)

end
end 
return C

Fig. 4. Capability layer networks under different numbers of relay entities.

Fig. 5. Correspondence between meta-operation loop and mission linkage.
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2.2. TDMN-based USoS performance evaluation method

Disturbances acting upon USoS entities can induce topological 
changes in the Structure Layer, which subsequently affect the formation 
of operation loops and alter task-execution capabilities. In view of this 
cross-layer propagation mechanism, a TDMN-based evaluation method 
provides an effective and appropriate means for assessing USoS perfor-
mance. The overall procedure of this evaluation method is illustrated in 
Fig. 6. Following this framework, USoS performance evaluation is con-
ducted through the following three steps:

(1) Structure Layer Evaluation

In engineering, system availability is widely regarded as a funda-
mental indicator of system integrity. This perspective evaluates the 
overall health of an entity based on its operational availability. The 
functional integrity level of an entity D(v i ) is typically expressed as Eq. 
(3):

D(v i ) =
MTBCF

MTBCF + T repair + MLDT + MTTR
(3)

where MTBCF denotes the mean time between critical failures; T repair 
represents the fault detection time; MLDT denotes the fault isolation 
time; and MTTR is the mean time to repair, which includes both 
corrective and preventive maintenance durations.

(2) Capability Layer Evaluation

The following presents the capability evaluation method for USoS 
operation loops. Assuming that an operation loop c y,l,a contains the
sensor node set V Sy , the decider node set V Dy , and the influencer node set 
V Iy, the performance is evaluated using Eq. (4) [23]:

C 
( 
c y,l,a 

) 
= 
∑ 

v i∈V Sy
D(v i ) × 

∑ 

v i∈V Dy
D(v i ) × 

∑ 

v i∈V Iy
D(v i ) (4)

Where c y,l,a denotes the operation loop y of type l associated with target

a. This formula quantifies the capability level of the operation loop by 
summing the functional capability levels involved in the loop.

Given that relay-based communication is inherently less stable than 
direct communication due to the cumulative failure probability across 
multiple hops and the stricter stability conditions observed in relay 
networks, USoS performance evaluation must consider not only the 
number of operation loops but also the difficulty of loop closure under 
multi-hop, relay-dependent conditions [39,40]. The overall capability of 
each operation loop can be further assessed by referencing the shortest 
length of its corresponding meta-operation loop by using Eq. (5):

F 
( 
c y,l,a 

)
= 
L min,l ⋅C 

( 
c y,l,a 

)

L 
( 
c y,l,a 

)

ptypelassociatedwithtargeta.
(5)

where, L 
( 
c y,l,a 

) 
denotes the total number of communication hops along 

all edges in operation loop c y,l,a , and L min,l represents the minimal 
number of hops required to complete the meta-operation loop l.

All operation loops in the Capability Layer can be identified using a 
Breadth-First Search algorithm. In practice, each meta-operation loop 
corresponds to a specific system task. Accordingly, the Mission Layer 
network can be constructed based on the set of operation loops identi-
fied in the Capability Layer.

(3) Mission Layer Evaluation

Based on the capabilities of operation loops, the overall evaluation 
process in the Mission Layer is shown in Fig. 7. Since both task execution 
and task-chain formation in the USoS are organized around specific 
targets, the first step is to quantify the influence on each target. For
target entities a, Average task-support level E l,a for task type l to target a 
can be computed using Eq. (6):

E l,a =

∑ n l,a

y=1
F 
( 
c y,l,a 

)

n l,a
(6)

where n l,a denotes the total number of tasks type l to target a. Building on 
the task-support level, it is also necessary to consider both the total 
number of meta-task chains associated with each target entity and their 
respective importance. Given TP a denote the list of required meta-task 
chain of target a, the Influence Effect on target a can then be 
computed using Eq. (7):

R a = 
∑ n p

p=1
ω p,a ⋅(Ln a,p ⋅ 

∏ 

P p

E l,a )⋅δ 
( 
P p , TP a 

) 
(7)

where ω p,a represents the importance weight of meta-task chain p for 
target a, and Ln a,p denotes the number of such chains associated with the
target. The product of Ln a,p and 

∏

P p

E l,a corresponds to the dashed com-

ponents in Fig. 7, capturing the aggregated contribution of all meta-task 
chains linked to target a. The indicator function is used to determine 
whether the meta-task chain p is required for target a, as defined in Eq. 
(8):

Algorithm 2
Mission layer network generation.

Input: Operation loop dictionary D loop

Task chain rules R chain
Maximum cycle length L max
Output: Mission Layer Network M
Initialize empty graph M
foreach operation_loop (idx, loop) in D loop do

if length_of_loop > L max then
continue
end
Identify the type of loop and its task type index t 
Compute task_weight based on length_of_loop
Add node idx to M

end
foreach (src, tgt) in M , src ∕= tgt do

if R chain (src type , tgt type ) = True then
Add directed edge (src → tgt) in M

end 
return M

Fig. 6. The TDMN-based performance evaluation workflow.
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δ 
( 
P p , TP a 

) 
= 

{
1 ifP p ∈ TP a 
0 otherwise (8) 

Under real-world operational conditions, the influence effect exerted
on target entities exhibits a clear diminishing marginal impact on overall 
USoS performance. Once the required baseline level of influence is 
achieved, further increases in influence effect contribute progressively 
less to performance improvement. Therefore, a logarithmic function is 
adopted as the mapping function for evaluating USoS performance. 
Moreover, because different targets have different operational priorities, 
the evaluation assigns higher weights to the influence effect exerted on 
high-priority targets. Based on these considerations, the overall USoS 
performance is computed using Eq. (9):

ψ SoS = log α d 

(

1 + 
∑ A

a=1
(λ a ⋅R a ) 

) 

(α d ≥ 1) (9)

where λ a denotes the normalized importance weight of target a, and
α d represents the marginal decay factor of the influence effect; a larger 
value of α d indicates a faster attenuation in the marginal contribution of 
the influence effect to USoS performance. It should be noted that the 
parameters ω p,a , λ a and TP a appearing in the above equations must be 
determined by the user based on expert judgment, prior operational 
experience, and the specific characteristics of the intended application 
scenario. There is no universally accepted standard for their assignment; 
thus, the determination of these parameters inherently involves a degree 
of subjectivity and context-dependence.

Through the TDMN, the structural and capability components of a 
USoS incorporating relay communications can be accurately charac-
terized. Based on the proposed USoS performance evaluation method, 
we then design the recovery optimization method.

3. The bi-objective recovery optimization method

3.1. The problem of USoS recovery

3.1.1. Problem description
The recovery process of a USoS can be formulated as a combinatorial 

optimization problem that involves scheduling disabled entities and 
allocating limited recovery resources. Effective strategy formulation 
requires integrating the specific recovery needs of each entity with the 
feasible recovery measures. These measures may draw on internal 
resources—such as Redundant Backup, Structure Reconfiguration [31,

41], and Functional Switching—or external resources, including On-site
Maintenance and Resource Allocation [42,43]. In practice, their appli-
cability is constrained by resource availability and operational condi-
tions. As a result, the selection of recovery measures must balance 
internal and external resource usage while accounting for time con-
straints and the elevated priority of relay entities. Recovery strategies 
therefore need to be adapted to scenario-specific requirements.

USoS recovery scenarios can be categorized into Immediate Recov-
ery Scenarios and the Recovery Scenario after Damage. In Immediate 
Recovery Scenarios, the system operates under continuous interference 
with limited time available for intervention, making low–time-cost re-
covery measures more appropriate. In contrast, the Recovery Scenario 
after Damage offers relatively ample recovery time because immediate 
countermeasures are not required. Accordingly, this study focuses on 
four recovery measures applicable to the Recovery Scenario after 
Damage: Functional Switching, Resource Allocation, Redundant 
Backup, and On-site Maintenance. A schematic representation of these 
measures is provided in Fig. 8.

• Functional Switching. When an entity’s current functional payload 
fails due to interference, it switches to other intact functional 
payloads.

• Resource Allocation. Deployment of replacement entities from the 
nearest support site equipped with the required resources to substi-
tute damaged entities.

• Redundant Backup. Preconfigured spare parts for vulnerable core 
entities, immediately activated after disruption to maintain mission 
capability.

• On-site Maintenance. Dispatch of support vehicles from support 
sites to retrieve damaged entities for repair, after which they return 
to the mission area.

For the Recovery Scenario after Damage, and considering common 
constraints in optimization problems [17,18,44], the following as-
sumptions are made:

1) Two damage levels are defined. Complete damage, where all capa-
bilities of the entity instantly drop to zero and Functional Switching 
is unavailable; partial damage, where the current function capability 
of the entity drops to zero but other functional payloads remain 
intact, allowing Functional Switching.

Fig. 7. Target influence effect evaluation process.
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2) Only entity damage is considered, without independent link distur-
bances. A link in the Structure Layer is regarded as damaged if either 
endpoint entity is damaged; the link is automatically restored once 
the entities recover. Disturbances affecting inter-entity communica-
tion or the information forwarding functions of relay entities are not 
considered.

3) All entity information is assumed to be known, including payload 
configuration, the presence of relay modules, current capability 
states, and geographic locations.

4) If an operational loop is closed, it is considered functionally 
achievable, meaning that functional interaction and task completion 
can be realized. The cumulative latency and potential signal degra-
dation introduced by multi-hop relay transmission are not addi-
tionally considered in evaluating USoS performance.

Furthermore, considering the impacts of usage environment, human 
factors, and entity importance on the execution quality of recovery 
measures, a recovery measures quality ladder concept—similar to tiered 
electricity pricing [33]—is introduced during recovery strategy opti-
mization to balance recovery effectiveness and efficiency. This mecha-
nism also provides a means to allocate additional recovery resources to 
critical nodes, such as relay entities and their neighboring nodes.

3.1.2. Optimization objective analysis
The optimization of recovery strategies requires balancing the 

macroscopic resilience characteristics of the USoS with the operational 
efficiency of microscopic recovery measures. To this end, two evaluation 
metrics are employed: cumulative performance loss resilience and total 
recovery time cost. The former, derived from resilience-curve analysis 
and TDMN-based performance evaluation, quantifies capability resto-
ration while capturing the effects of relay communication on resilience. 
The latter measures the operational efficiency of recovery measures by 
aggregating their execution durations. Together, these metrics form a 
multidimensional basis for evaluating the effectiveness and efficiency of 
recovery strategies.

(1) Cumulative performance loss resilience

Resilience is often assessed through performance curves that char-
acterize system behavior during disturbance and recovery. Representa-
tive quantification methods include the resilience triangle model [2] and 
slope-based metrics [31,45], while additional studies incorporate 
communication constraints [46], information-exchange capabilities 
[11], and recovery mechanisms such as resource backup and structural 
reconfiguration [26] to demonstrate the influence of topology and 
support resources on USoS resilience [47,48]. Among these approaches,

the resilience triangle provides a concise representation of cumulative 
performance loss and aligns with the discrete, stagewise degradation 
and restoration typical of USoS; it is therefore adopted as the basis for 
resilience quantification. As shown in Fig. 9, the interval from distur-
bance initiation to recovery initiation defines the Immediate Recovery 
Scenario. The subsequent period until the recovery completion time 
constitutes the Recovery Scenario after Damage. During this stage, the 
performance curve increases stepwise as recovery measures are applied, 
reflecting the discrete nature of the process. The black curve denotes 
system performance over time, and the shaded region above it repre-
sents performance loss. A smaller shaded area indicates sustained higher 
performance, demonstrating the effectiveness of the recovery strategy. 
The next section formalizes this shaded area to derive cumulative per-
formance loss resilience.

Cumulative performance loss resilience measures how long the USoS 
operates under degraded performance, thus reflecting the effectiveness 
of the recovery strategy. We use the TDMN-based evaluation method as 
the performance metric for resilience calculation. The first step is 
normalizing the performance of USoS as shown in Eq. (10):

P(T r ) = 
ψ SoS (T r )
ψ SoS (T 0 )

(10)

where T r denotes the current time and T 0 denotes the time before any 
damage occurs to the USoS. And then, resilience is evaluated using the 
resilience triangle model, whose general formulation is given by Eq. 
(11):

Fig. 8. Four types of recovery operations in USoS.

Fig. 9. Resilience curve of USoS.
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R =

∫ T e

Ts
(P(T s ) − P(T))dT (11)

where R represents the cumulative performance loss resilience, with 
smaller values indicating higher resilience. P(T s ) represents the initial 
performance of USoS. T e represents the recovery termination time.

In practical applications, this metric requires normalization. 
Considering that the Recovery Scenario after Damage involves combi-
natorial optimization and discrete performance restoration, the integral 
can be approximated by a summation, resulting in the cumulative per-
formance loss resilience formula shown in Eq. (12):

R SoS =

∑ G

g=0

( 
P(T s ) − P 

(
T gr
)) 

× tg+1h

t max × P(T s ) 
(12)

where T 0r < T 1r < ... < T gr < ... < T e , T e = T g=0 r + t max , and tg+1h = Tg+1r −

T gr . t max represents the maximum recovery cost allowed for USoS. If the
system completes recovery before T e , then T t ≤ T e ; if the recovery pro-
cess is slow, T t > T e .

(2) Total recovery time cost

Although the Recovery Scenario after Damage is less sensitive to 
time, it remains necessary to calculate the total recovery time cost to 
evaluate the effectiveness of different recovery strategies. The time cost 
of each recovery measure comprises operation time cost F cto and mobi-
lization time cost F mto . The total recovery time is computed as shown in 
Eq. (13):

TF SoS = F cto + F mto (13) 

The specific methods for calculating operation and mobilization 
times will be detailed in the Section 3.2.

Based on the previously proposed the Recovery Scenario after 
Damage and objective functions, Fig. 10 illustrates an example recovery 
process of a USoS comprising eight entities to demonstrate the impact of 
different metrics on resilience evaluation. In this example, the initial 
capability of each entity is set to 1. Entities 2, 3, and 6 are damaged and 
restored via Redundant Backup, Resource Allocation, and On-site 
Maintenance, respectively.

3.2. Mathematical model

The mathematical model for USoS recovery after damage is devel-
oped based on the following scenario. After experiencing disturbances, 
several entities are damaged, affecting the successful completion of 
missions. During recovery, a sequence of support sites providing main-
tenance and resource allocation is denoted by K SOS = {K k|k = 1, 2, ...,

n k }, and the distance from entity v i to each support site is DL i = 
{ 
d i,k |k =

1, 2, ...,n k 
} 
. Each recovery measure performed by USoS can select from 

multiple recover quality levels, each associated with a recovery-effect 
coefficient and a recovery-time coefficient Q SOS = 

{( 
Qe q , Qt q 

) 
|q = 1, 2, .

.., n q 
} 
, describing the degree of capability restoration and the time 

required for that level. The minimum number of hops required to 

establish communication between entities is represented by HOP SOS =
{ 
hop i 1 ,i 2 |i 1 ,i 2 = 1,2, ...,nandi1 ∕= i 2 

} 
. The four types of recovery measures 

are indexed by j, with values from 0 to 4 representing No Recovery, 
Redundant Backup, Functional Switching, Resource Allocation, and On-
site Maintenance, respectively. Since the proposed optimization method 
is invariant to parameter units, all subsequent parameters in the math-
ematical model are treated as dimensionless quantities to enhance 
generality and scalability.

(1) Optimization Objectives

The objective functions of the optimization problem correspond to 
the previously defined cumulative performance loss resilience R SoS and 
the total recovery time cost TF SoS , which can be expressed as Eq. (14):

min{R SoS , TF SoS } (14)

(2) Decision Variables

Let the decision variables in the USoS recovery strategy optimization 
model be denoted as x i,j,k and z i,q , where:

x i,j,k = 

{
1 ifentityiselectsrecoverymeasurejandsupportsitek
0 otherwise , (15)

z i,q = 

{
1 ifentityiselectsrecoveryqualityleavelq
0 otherwise . (16)

The decision variables described in Eq. (15) and Eq. (16) collectively 
represent a complete recovery strategy within the USoS recovery opti-
mization model. The detailed encoding and decoding procedures for 
these variables are presented in Section 3.3.2.

(3) Constraints

We incorporate various constraints—including logical, resource, 
temporal, and task-related constraints—to abstract the USoS recovery 
process in a structured manner, thereby laying the foundation for sub-
sequent algorithm design and solution. Constraint (17) enforces the 
mutual exclusivity of different types of recovery measures, ensuring that 
each damaged entity can undergo at most one recovery measure during

Fig. 10. USoS recovery processes.
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a single recovery operation. Constraint (18) restricts each entity’s re-
covery measure to involve no more than one support site, and ensures 
that the total amount of resources allocated from each support site does 
not exceed its storage capacity TR k . Constraint (19) enforces that the 
number of backup units used for recovery cannot exceed the configured 
backup quantity RB. Constraint (20) requires that only one level of re-
covery quality be selected for each recovery measure to avoid conflicts 
with the problem setting.

∑ n k

k=1

∑ 4

j=0
x i,j,k ≤ 1, ∀i (17)

∑ n

i=1

∑ 4

j=0
x i,j,k ≤ TR k , ∀k (18)

∑ n

i=1

∑ n k

k=1
x i,1,k ≤ RB (19)

∑ Q

q=1
z i,q ≤ 1, ∀i (20)

During the USoS recovery process, the restored performance of an 
entity is determined by the selected recovery measure and its associated 
recovery quality level. Since only functional switching replaces the 
currently damaged function with other onboard payloads already 
available on the platform, and the newly activated capability level may 
also be affected by previous strikes, let τ denote the degradation coef-
ficient caused by Functional Switching [49]. Then the functional
integrity level after recovery of entity i. D ∗i can be calculated using Eq.
(21).

D∗ 
i =

⎧ 
⎪ ⎪ ⎪ ⎪ ⎪ ⎪⎪ ⎪ ⎪⎨ 

⎪⎪⎪⎪⎪⎪⎪⎪⎪⎩ 

D i , 
∑n

j=0

∑ s

k=1
x i,j,k = 0

D i + (1 − D i )⋅ 
∑ n q

q=1
z i,q Qe q ⋅τ, 

∑4

j=0

∑ n k

k=1
x i,j,k = 1 ∧ 

∑ n k 

k=1
x i,2,k = 1

D i + (1 − D i )⋅ 
∑ n q

q=1
z i,q Qe q , 

∑4

j=0

∑ n k

k=1
x i,j,k = 1 ∧ 

∑ n k 

k=1
x i,2,k ∕= 1

(21)

Under the scenario assumptions, the spatial locations of entities and 
support sites, the execution time of each recovery measure, and the 
mobilization time of each entity are known. Support vehicles move at 
speed v s , while all entities move at a speed of v m . Thus, the operation 
time cost F otc and mobilization time cost F mtc of a recovery plan are 
computed using Eq. (22) and Eq. (23).

F otc = 
∑ n 

i=1

∑n k

k=1

∑ 4

j=0

( 

x i,j,k ⋅F spt,j ⋅ 
∑ n q 

q=1
z i,q Qt q 

) 

(22)

F mtc = 
∑n

i=1

∑ n k

k=1

{
∑ 4

j=3

( 
x i,j,k ⋅d i, k
v m

)

+ 
x i,4,k ⋅d i, k

v s

} 

(23)

In terms of task-related constraints, to ensure that the USoS possesses 
sufficient capability to complete its missions, Constraint (24) requires 
that all meta-task chain must be feasible for every target. Constraint (25) 
ensures that the post-recovery system performance exceeds the pre-
defined mission baseline, reflecting the effectiveness of the recovery 
strategy. Constraint (26) imposes an upper limit on the total recovery 
time, corresponding to the maximum allowable time cost for completing 
recovery after damage.
∏ 

l∈P p

E l,a > 0 (24)

P(T t ) > P BL (25)

t R ≤ t max (26)

In addition, according to the TDMN-based performance evaluation 
method, any newly generated operation loop resulting from node re-
covery or functional transformation must satisfy Constraint (27) and 
Constraint (28). These constraints respectively require that the relay-
based communication hop count of a new loop shall not exceed the 
prescribed upper bound HOP max , and that the total loop length must 
remain below the predefined total loop length TH max . This hop limitation 
is imposed because multi-hop relaying causes communication delay, 
reliability, and throughput to degrade sharply with increasing hops, 
making overly long relay paths unable to satisfy the timeliness required 
by OODA-based operations [50].

hop i 1 ,i 2 ≤ HOP max , ∀i 1 , i 2 = 1, 2, ..., nandi 1 ∕= i 2 (27) 

TH(l new ) ≤ TH max (28)

With the mathematical model for USoS recovery strategy optimization 
fully established, the value domains of all parameters and the calcula-
tion procedures for optimization objectives are now clearly defined. 
Based on this model, a corresponding solution algorithm will be devel-
oped in the next section.

3.3. Description of BMRMFO

3.3.1. Algorithm procedure
Building on the mathematical formulation of the Recovery Scenario 

after Damage, we develop BMRMFO, an optimization algorithm tailored 
for USoS recovery under relay communication. Compared with standard 
recovery settings, relay-enabled USoS exhibit power-law structural 
features, deeper hierarchical coupling, and stronger nonlinear re-
lationships between network scale and system perform-
ance—characteristics that require extending the classical MFO 
framework [51,52].

MFO, inspired by moth navigation, performs Pareto-based ranking of 
individuals as moths and flames, and updates solutions through spiral 
movements toward high-quality flames. Although MFO offers strong 
global exploration and boundary coverage for discontinuous Pareto 
fronts, directly applying it to USoS recovery still faces issues such as a 
sparse feasible space and premature convergence [53–55]. Therefore, 
BMRMFO first introduces a discrete encoding consistent with the pro-
posed recovery optimization model, enabling the search to proceed 
within the true feasible set. On this basis, two auxiliary enhancements 
are adopted to further improve the algorithm–model compatibility: (1) a 
maintenance-rule-based initialization strategy that enhances the quality 
and feasibility of the initial population, and (2) a local reinforcement 
mechanism that applies controlled mutations to selected individuals, 
strengthening local search and reducing the risk of convergence to 
suboptimal regions. The algorithm flow is illustrated in the Fig. 11.

3.3.2. Initialization
The decision variables of the USoS recovery strategy consist of: a 

three-dimensional matrix x i,j,k representing the sequence of recovery 
measures, and a two-dimensional matrix z i,q representing the quality 
levels of recovery operations. The specific meanings of each coordinate 
in the decision variables have been detailed previously.

The encoding and decoding procedure of BMRMFO is illustrated in 
Fig. 12. Under the Recovery Scenario after Damage, the indices, types, 
and relevant parameters of damaged entities are first extracted. Inte-
grating the information on support sites and redundant resources, each 
recovery action is specified by determining its target entity, recovery 
measure, and execution site. These actions are encoded by assigning 
value 1 to the corresponding coordinates in a three-dimensional matrix. 
Subsequently, based on the quality-level rules, a single coordinate in a 
two-dimensional matrix is set to 1 to indicate the selected recovery
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quality for each action. This encoding scheme transforms the post-
damage state of the USoS into a solution representation suitable for 
optimization.

To generate feasible and diverse initial solutions, a maintenance-
rule-based initialization strategy BMR is developed. Formulating a re-
covery strategy involves three coupled decisions—selecting recovery 
measures, assigning support sites, and determining recovery quality 
levels—requiring an initialization method that balances practical re-
covery logic with population diversity. After a disturbance, the damage 
state and attributes of each affected entity are assessed, and a recovery 
decision sequence is constructed to prioritize the allocation of support 
resources. Guided by this sequence, the algorithm first checks the 
availability of redundant backups and uses them preferentially; if the 
entity is only partially damaged, a Functional Switch is attempted. 
Otherwise, resources are dispatched to the nearest support site capable 
of replenishment; when no site has sufficient resources, the nearest site 
is assigned to perform On-site Maintenance. This procedure generates an 
initial population that follows the maintenance-rule-based action se-
lection while maintaining diversity through randomized recovery 
measures quality assignment, and the complete workflow is summarized 
in Algorithm 3.

3.3.3. Algorithm procedure
After population initialization, the algorithm proceeds to an iterative 

optimization phase consisting of three components: moth–flame posi-
tion updating, local reinforcement, and Pareto archive maintenance. 
These components collectively steer the population from the initial 
feasible region toward the Pareto-optimal front. The complete algo-
rithmic workflow is depicted in Fig. 13.

At the beginning of each iteration, the algorithm adaptively adjusts 
the number of flames according to the iteration index. A larger flame set 
is preserved in the early phase to enhance population diversity and 
global exploration, whereas a linearly decreasing schedule is applied as 
iterations progress to strengthen convergence. The flame reduction 
process follows Eq. (29):

N f = round 
(
(N − h iter )(N − 1)

H

) 

(29)

where N f denotes the flame count at iteration, N is the initial population 
size, h iter is the current iteration count, and H is the total number of it-
erations. A subset of non-dominated solutions from the current Pareto 
front is then selected to form the flame population. The remaining moths 
identify superior flames via binary tournament selection and generate 
offspring through crossover–replacement operations along key decision 
dimensions, as illustrated by the red component of the population 
optimization in Fig. 13. This updating process may yield infeasible 
individuals—most commonly those violating support-resource limits. 
Therefore, every new solution must undergo a feasibility check to ensure 
compliance with structural and resource constraints.

Step 2. Local Reinforcement

Fig. 11. The flowchart of BMRMFO.

Fig. 12. Encoding and decoding process of BMRMFO.

Algorithm 3
BMR Initial population generation.

Input: Damaged entities = {e 1 , e 2 , …, e n }

Redundant backups RB
Backups in support site k, TR k
Dimensions of S 1 : n × 5 × p
Dimensions of S 2 : n × q
Output: Solution set S = {S 1 , S 2 } where S 1 and S 2 are updated matrices
Initialize S 1 ← 0 matrix of size n × m × p
Initialize S 2 ← 0 matrix of size n × q
Generate V ← recovery decision sequence
foreach u i ∈ V do
​ q i ← 0
​ if Redundant backups utilized in the recovery strategy < RB then
​ Set S 1 (i, 1, 0) = 1
​ end
​ else if u i is partially damaged then
​ Set S 1 (i, 2, 0) = 1
​ end
​ else if TR k,type(ui) > 1 then
​ Set S 1 (i, 3, k) = 1
​ end
​ else
​ Set S 1 (i, 4, 0) = 1
​ end
​ Randomly select z such that S 2 (i, z) = 1
​ Set S 2 (i, z) = 1
​ S ← S ∪ {S 1 , S 2 }
end
return S
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To enhance solution quality while preserving population diversity, a 
selected subset of moths undergoes local reinforcement, corresponding 
to the blue shaded region in Fig. 13 generated by partial mutation during 
population optimization. For each chosen individual, the values of 
several decision variables are randomly perturbed to generate candidate 
solutions. These candidates are then evaluated against the original in-
dividual using Pareto-dominance criteria across both objective func-
tions. If a superior candidate is identified within the prescribed attempt 
limit, it replaces the original; otherwise, the original solution is retained. 
This reinforcement mechanism enables focused exploitation of the local 
search space while ensuring constraint feasibility, thereby mitigating 
premature convergence and improving overall optimization perfor-
mance. The detailed procedure is presented in Algorithm 4.

Step 3. Pareto Archive Update

After the local reinforcement phase, the current population is merged 
with the flame population from the previous iteration to form a unified

candidate set, as illustrated by the yellow and green components in 
Fig. 13. This set undergoes non-dominated sorting, where individuals 
are ranked using dominance and crowding-distance criteria, followed by 
an update of the external Pareto archive. The resulting non-dominated 
individuals constitute the flame population for the next iteration and 
serve as reference points for subsequent moth updates. This iterative 
optimization cycle repeats until the maximum iteration count is 
reached, at which point the algorithm outputs the Pareto front repre-
senting the trade-off solutions between resilience performance and re-
covery time cost.

Following the above algorithmic steps, an optimal recovery strategy 
can be derived that simultaneously balances cumulative performance 
loss resilience and total recovery time cost, based on the current USoS 
composition, available support resources, support site locations, and 
damaged conditions.

Fig. 13. Optimization process of BMRMFO.

Fig. 14. Structure layer and capability layer networks of USoS under configuration cases 5.
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4. Case study

4.1. Case parameter settings

To verify the feasibility and effectiveness of the proposed TDMN and 
BMRMFO in improving USoS resilience, a series of comparative exper-
iments is conducted using a representative case study. The evaluation 
includes two complementary components: (i) validating TDMN’s ability 
to capture relay-induced structural impacts and a loop-based metric is 
constructed and compared with the TDMN-based metric, demonstrating 
the necessity of incorporating task chains into performance evaluation; 
(ii) benchmarking BMRMFO against classical multi-objective algorithms 
and conventional recovery-strategy methods, supplemented by signifi-
cance testing and relay-priority analysis. The case parameters are 
configured by referencing representative prior studies [2,18] and 
commonly adopted USoS scales.

Among entities of USoS, three sensors are equipped with relay 
communication model, and a redundancy set is included comprising two 
sensors, one decider, and one influencer. The communication range of 
each entity is set to r c = 40, while the observation range of sensors and 
the strike range of influencers are set to r s = 50 and r l = 50, respectively. 
To evaluate the performance of BMRMFO, we varied three parameters: 
the total number of USoS entities, the number of support sites, and the 
intensity of disruption, thereby constructing a range of experimental 
instances. Detailed configuration information of the USoS is provided in 
Table 1.

The support sites in the USoS are capable of executing Resource 
Allocation or On-site Maintenance according to system requests. The 
rescue vehicles operate at a speed of v s = 25, while all entities move at a 
speed of v m = 20.

Different backup resources are allocated to each support site, with 
relevant information provided in Table 2. In addition, various distur-
bance intensities are configured in the case study to match the available 
support resources. Specifically, for total number of support sites is 2, 4

and 6, the selected support sites ID are 5 and 6, 1–4, and 1–6 
respectively. 

The compositions of the three levels of total damaged ratio d r are 
listed in Table 3. The coupling between different disturbance levels and 
support resource configurations enables the construction of diverse 
scenario, allowing a more comprehensive evaluation of the proposed 
method's generalizability and effectiveness. 

This case study set basic operation times of F spt,1 = 8, F spt,2 = 10, 
F spt,3 = 12 and F spt,4 = 15 respectively. Additionally, the recovery mea-
sures correspond to different cost increase factors and function degra-
dation coefficients. The cost increase factors are Qe 1 = 3, Qe 2 = 2 and 
Qe 3 = 1 while the function degradation coefficients are Qt 1 = 1, Qt 2 = 

0.8 and Qt 3 = 0.5. At the Mission Layer, each meta-operation loop 
corresponds to a task. USoS is required to execute two meta-task chains 
for each target: {L 1 →L 2 →L 4 } and {L 1 →L 3 →L 4 }. Finally, the communi-
cation interactions in the Structure layer are determined based on the 
modeling method proposed in [37]. The model generation parameters 
and other case-specific parameters are listed in Table 4. Since BMRMFO 
is independent of physical units, all case parameters (e.g., length, 
speeds, resource capacities) are normalized into dimensionless form. 
The section begins with an overview of the case background.

4.2. TDMN Validation analysis

4.2.1. Relay impact validation and analysis
To verify whether the proposed TDMN can effectively characterize 

the performance-gain features of relay communication systems, this 
section conducts comparative experiments by progressively introducing 
relay entities and analyzing the structural evolution of the Capability 
Layer within TDMN. Using the configuration defined in configuration 
cases 5, the number of relay entities N R is increased from 0 to 30. For 
each value of N R , fifteen Monte Carlo trials are conducted by repeatedly 
reconstructing the Structure Layer to mitigate stochastic fluctuations. To 
further distinguish the roles of different information-flow mechanisms 
in the Capability Layer, four communication configurations are exam-
ined, each corresponding to a distinct subset of admissible information 
flows defined in Section 2.2, including allowing all information flows, 
disabling {S ↔ S}, disabling {D ↔ D}, and disabling both {S ↔ S} and
{D ↔ D}. Through these configurations, we assess whether TDMN can 
consistently capture the structural characteristics induced by relay 
deployment under different capability-formation constraints.

For each trial, we recorded multiple structural indicators including: 
the number of feasible operation loops; natural connectivity, measuring 
global robustness and the average shortest-path hop count under relay-
enabled routing, and performed global normalization on all collected 
data. Fig. 15 report the mean values of each structural metric, with 
shaded regions showing the observed variability.

From Fig. 15, it is apparent that the number of operation loops

Algorithm 4
Local reinforcement procedure.

Input: Population Mo t
Mutation rate g
Acceptance factor ℰ
Output: Updated population Mo new
Mo new = Mo t
for iter ← 1 to round (popnum ⋅ g) do
​ Estimate objective bounds (maxf iter , minf iter ) over all mo
​ for attempt ← 1 to max_attempts do
​ Randomly select index mo from Mo t
​ Propose modified solution mo_new by applying mutation to mo
​ Evaluate new objectives (f1́ , f2́)
​ if mo_new satisfies ℰ-dominance over mo then 
​ Replace mo with mo_new in Mo new 
​ Replace mo from Mo t ; break
​ end
​ end
end
return Mo new

Table 1
USoS Configuration cases.

ID Total Number Sensor Decider Influencer Target

1 30 10 5 10 5
2 35 12 6 12 5
3 40 14 7 14 5
4 45 16 8 16 5
5 50 18 9 18 5
6 55 20 10 20 5
7 60 22 11 22 5
8 65 24 12 24 5
9 70 26 13 26 5

Table 2
Support site configuration parameters.

ID Position Sensor Decider Influencer

1 (25, 75) 2 1 1
2 (25, 25) 1 1 2
3 (75, 75) 2 2 0
4 (75, 25) 0 1 2
5 (50, 50) 2 1 1
6 (30, 70) 1 2 2

Table 3
Disruption intensity parameters.

d r d c d p

30 20 10
50 30 20
70 40 30
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increases rapidly with the growth of relay entities N R . Compared with 
the scale expansion reflected by the number of operation loops, natural 
connectivity and average shortest-path length capture the evolution of 
connectivity quality in the capability network. The curves for “All in-
formation flows are permitted” and “Disable {D↔D}” nearly overlap, 
diverging only slightly in the high-N R . region. This indicates that the 
primary sensing–decision–influence chain dominates the spectral con-
nectivity of the network, while additional {D↔D} links—though sub-
stantially increasing the number of loops—contribute only marginally to 
global reachability and spectral structure. The average shortest-path 
length shows an initial increase followed by a pronounced decline and 
stabilization. With few relays, expansion of the largest connected 
component temporarily lengthens paths, whereas further relay deploy-
ment introduces cross-region shortcuts that shorten paths and drive 
convergence to a low stable level, consistent with small-world behavior. 
These results indicate that TDMN can consistently and realistically 
capture the impact of relay deployment on the connectivity quality of 
the capability network under different communication configurations. 

To verify that this trend reflects TDMN’s ability to capture relay-
driven structural evolution rather than incidental topological accumu-
lation, a power-law fitting analysis is conducted, and the corresponding 
results are summarized in Table 5. The results show that the “All in-
formation flows are permitted” exhibits the largest power-law exponent,

with α=1.190 for configuration cases 5 and α=1.143 for configuration 
cases 9, followed by “Disable {D↔D}” with α=0.965 and 0.93 and 
“Disable {S↔S}” with α=0.966 and 0.901; the most restrictive setting, 
“Disable {S↔S} and {D↔D},” yields the smallest exponents. These nu-
merical differences indicate that when communication constraints are 
minimal, the Capability Layer experiences the strongest combinatorial 
expansion, whereas restricting certain information flows moderates the 
growth rate but still maintains clear nonlinear scalability. And all con-
figurations achieve very high goodness-of-fit values (R²≥0.973), which 
result further demonstrate that TDMN responds in a consistent and 
discriminative manner to different information-flow rules, rather than 
producing uniform or degenerate structural growth patterns.

Overall, the experimental results confirm that TDMN can stably, 
consistently, and discriminatively characterize relay-induced structural 
evolution, validating its effectiveness in modeling performance gains in 
relay-enabled USoS.

4.2.2. Comparative validation of the TDMN-based metric
Based on the preceding discussion on task chains, it can be observed 

that system task completion capability is not formed through the linear 
accumulation of individual capabilities or localized structural im-
provements, but instead depends on the coordinated evolution of mul-
tiple capability elements at the task chain-level. Consequently, whether 
a task-oriented evaluation method can faithfully reflect the formation 
and activation of task chains becomes a critical criterion for assessing its 
effectiveness. To further examine whether the proposed TDMN model 
can faithfully capture task-chain requirements, we conducted a

Table 4
Network generation parameters.

Parameter Value Definition

r 10 2 Side length of square region
Sq 10 4 Region area
β 0.9 An attachment parameter represents weights of degree and

distance
g 1 Number of communication links a new entity makes with 

existing entities when it joins the swarm
s ́ 0.5 A constant to adjust the midpoint of distance function Fun(d i2,i1 )
HOP max 2 Maximum communication hop limit
TH max 8 Maximum operation loop length limit

Based on the above case background, taking USoS configuration cases 5 as an 
example, the resulting Structure Layer network is shown in Fig. 14 (a), and the 
corresponding Capability Layer network is shown in Fig. 14 (b).

Fig. 15. Number of operation loops under different relay communication system.

Table 5
Power-law fitting results of operation-loop growth.

Cases ID Communication configuration α R 2

5 Disable {S↔S} and {D↔D} 0.749 0.995
Disable {D↔D} 0.965 0.998
Disable {S↔S} 0.966 0.990
All information-flows are permitted 1.190 0.995

9 Disable {S↔S} and {D↔D} 0.718 0.989
Disable {D↔D} 0.939 0.993
Disable {S↔S} 0.901 0.973
All information-flows are permitted 1.143 0.988
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comparative adaptability analysis under three representative USoS 
scenarios: configuration cases 2, configuration cases 5, and 9. Under 
identical damage conditions and identical recovery sequences, the 
evolution of system performance is evaluated using both the TDMN-
based metric and a traditional loop-based metric.

For the loop-based metric, the contribution of meta-operation loops
is first computed using Eq. (5). The influence effect on target a Rloopa is
then obtained following Eq. (30):

R loop a = 
∑n l

l=1

ω l,a ⋅ 
∑ n l,a 

y
F 
( 
c y,l,a 

)

n l,a
(30)

where ω l,a denotes the importance weight of each meta-operation loop, 
assumed equal in this case. Substituting the resulting impact capability 
into Eq. (9) and Eq. (10) yields the performance estimate derived purely 
from operation-loop enumeration. Using the same damaged network 
and the same recovery sequence, we plotted the performance trajec-
tories of the two metrics over time, as shown in Fig. 16.

In each subfigure of Fig. 16, the two recovery trajectories exhibit 
markedly different sensitivities. In some time steps, the number of 
operation loops increases substantially while no task chains are acti-
vated, as observed in the early stage of configuration cases 5. In other 
steps, although only a few operation loops are restored, repairing a key 
bottleneck link can immediately enable new task chains and thus trigger 
a pronounced jump in the TDMN-based metric, as observed in the mid 
stage of configuration cases 5 and the early stage of configuration cases 
9. These phenomena indicate that task-chain formation is not linearly 
additive with respect to loop counts, but instead depends on coordinated 
improvements across multiple capability types. Moreover, they 
demonstrate that the TDMN-based metric can effectively filter out 
redundant structural enhancements and highlight recovery actions that 
genuinely improve USoS performance, making it a more reliable indi-
cator of resilience.

4.3. Comparison of optimization methods

4.3.1. Algorithm parameter settings
Before validating the algorithm, it is first necessary to determine the 

values of parameter. The BMRMFO contains three key parameters: (1) 
population size (PS); (2) the number of iterations (NI); (3) depth of local 
enhancement (LS). To investigate the impact of parameter settings on 
the performance of BMRMFO, each parameter was assigned three levels, 
as shown in Table 6. In the parameter combination study, the orthogonal 
experimental design method was applied. An orthogonal array L 9 

( 
3 3 
) 

containing nine parameter combinations was selected, and the specific 
settings are listed in Table 7.

Each combination was executed 12 times, and the results were in-
tegrated into the corresponding Pareto archive E i(i = 1, 2, ..., 9) . All 

these archives were then merged into the final non-dominated solution 
set FE, where represents the total archive. The contribution of each 
parameter combination to was calculated as CON I = |E i ́ |/|FE|, where 
E i ́ = E i ∩ FE. The contribution of was used as the response value RV for 
that combination.

Fig. 17 presents the experimental results, indicating that the optimal 
settings are: the second level for population size, the third level for 
number of iterations, and the second level for depth of local enhance-
ment. Therefore, in the subsequent experiments for each algorithm, we 
set NI = 150, PS = 20 and LS = 60 respectively.

4.3.2. Comparison of algorithmic solution performance
The C-metric was chosen as the criterion to compare the dominant 

relationships between the solutions in the two Pareto files by two 
different algorithms. The definition of the C metric can be found in [32].

(a) Effectiveness Verification

To evaluate the effectiveness of the proposed algorithm, we con-
structed two test algorithms by modifying certain components: (1) 
BMRMFO-R abandons the use of the BMR initialization method and 
instead generates the initial solutions randomly; (2) BMRMFO-N dis-
ables the individual optimization process. In addition, NSGA-II and 
MOPSO also use random initialization strategies. These test algorithms 
were applied to various instances under configuration cases 5, consid-
ering different disturbance intensities and resource availabilities. The 
specific scenario settings are detailed in Table 8. Each scenario was run

Fig. 16. Comparison of USoS recovery processes and evaluation metrics.

Table 6
Parameters for different levels.

Parameter Factor level

1 2 3

NI 80 100 150
PS 15 20 25
LS 30 60 90

Table 7
Taguchi orthogonal experiment parameter settings.

ID NI PS LS RV

1 1 1 1 0
2 1 2 3 0.167
3 1 3 2 0.083
4 2 1 3 0
5 2 2 2 0.083
6 2 3 1 0
7 3 1 2 0.417
8 3 2 1 0.25
9 3 3 3 0
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independently five times, and the C-metric was used to evaluate each 
algorithm's performance.

Fig. 18 shows that in nearly all instances, the value of C(BMRMFO/ 
BMRMFO-R) is greater than C(BMRMFO-R/BMRMFO), indicating the 
effectiveness of the proposed BMR-based initialization method. Simi-
larly, C(BMRMFO/BMRMFO-N) is greater than C(BMRMFO-N/ 
BMRMFO), demonstrating that the local reinforcement contributes 
positively to the performance of BMRMFO. These advantages persist 
across instances with varying solution space complexity and computa-
tional difficulty. In comparative experiments with NSGA-II and MOPSO, 
both C(BMRMFO/NSGA-II) and C(BMRMFO/MOPSO) are greater than 
their counterparts in the vast majority of instances, further confirming 
that the BMRMFO algorithm outperforms NSGA-II and MOPSO.

In addition, we compared the performance of the five algorithms 
under different numbers of entities in d c = 30, d p = 20 and n k = 4. The 
scenario configurations are listed in Table 9. Each algorithm was run 
independently five times per scenario, and the resulting C-metric line 
plots are presented in Fig. 19.

The results in Fig. 19 show that BMRMFO consistently outperforms 
BMRMFO-R, BMRMFO-N, NSGA-II, and MOPSO under all conditions. It 
is worth noting that BMRMFO-R temporarily outperforms BMRMFO as 
the network scale increases. This occurs because the initial solutions 
provided by BMR may occasionally converge to local optima under 
specific configurations and damage scenarios, causing their perfor-
mance to approach that of solutions generated through random

initialization. It can be observed that as the problem scale increases, the 
superiority of BMRMFO becomes increasingly evident, demonstrating its 
capability in solving large-scale problems.

Based on the results of the two experiments above, the Wilcoxon 
signed-rank tests (α s = 0.05, one-sided) were performed based on the C-
metric values under all intensities. As shown in Table 10, BMRMFO 
achieves much larger R+ values and near-zero R- values across all 
comparisons, with p-values < 0.001, indicating statistically significant 
superiority. Specifically, BMRMFO significantly outperforms its reduced 
variants as well as the baseline algorithms NSGA-II and MOPSO. These 
results confirm that the proposed hybrid mechanism and recovery-
quality regulation strategy effectively enhance both convergence and 
diversity of the obtained Pareto fronts.

Finally, we calculated the Pareto fronts of each algorithm under the 
settings of n = 50, d c = 30, d p = 20 and n k = 4. As shown in Fig. 20, 
where both objectives are minimized and better non-dominated solu-
tions lie closer to the lower-left corner, BMRMFO produces a better 
distributed and higher quality Pareto set than BMRMFO-R, BMRMFO-N, 
NSGA-II, and MOPSO. Although BMRMFO-N achieves smaller cumula-
tive performance loss resilience in some cases, its total recovery time 
cost is substantially higher, so it does not attain Pareto superiority.

(b) Relay-priority examination

To further examine whether different optimization algorithms 
exhibit the desired relay-centric recovery behavior, we analyze the re-
covery sequences generated under all intensities. For each recovered 
entity, we record its hop distance to the nearest relay entity as well as the 
recovery-quality level assigned by the algorithm. Based on these se-
quences, we compute sequential earliness E e and resource priority E r to 
quantify the early recovery preference toward relay entities and their 
close neighbors, and the two indicators are individually normalized as
̃ E e , ̃ E r . And then averaged to obtain a unified metric E for comparing the
algorithms.

For each occurrence of entities whose distance to a relay entity be-
longs to the set 0, 1 and 2. We compute its normalized position to reflect 
the higher importance of closer-to-relay nodes, we assign distance-
dependent weights: ω r (0) = 1, ω r (1) = 0.2,ω r (2) = 0.1. The weighted 
earliness of a sequence is then defined as Eqs. (31) and (32):

E e =

∑ 

i∈Ω

( 

st i ⋅w r (d r ) 
/ 
∑ 

i
st i 
)

∑ 

i∈Ω
w r (d r )

(31)

E r =

∑ 

i∈Ω

(
∑

q

( 
z i,q ⋅q 

) 
⋅w r (d i ) 

/ 
∑ 

i,q

( 
z i,q ⋅q 

) 
)

∑ 

i∈Ω
w r (d i )

(32)

where Ω is the index set of relay-related entity in the sequence. st i rep-
resents the position of entity i within that sequence.

Table 11 indicates that BMRMFO achieves the best overall perfor-
mance, demonstrating its ability to restore relay entities and their 
neighboring entities earlier and to allocate higher-quality recovery re-
sources to them, consistent with its design mechanisms. Although 
MOPSO exhibits a certain level of relay preference, it remains noticeably 
weaker than BMRMFO. BMRMFO-N deteriorates on both metrics due to 
the absence of local reinforcement. Neither NSGA-II nor BMRMFO-R 
shows stable or significant relay-priority behavior, with BMRMFO-R 
exhibiting more scattered and unstable patterns because of its lack of 
structured search guidance.

4.3.3. Comparison of recovery strategy superiority
To demonstrate the superiority of BMRMFO over traditional algo-

rithms, we selected five importance-based recovery strategy decision

Fig. 17. Plots for main effects of RV.

Table 8
C-metric comparison of all algorithms under varying disruption intensities and 
support resources.
|(A = C(BMRMFO/BMRMFO-R), A′ = C(BMRMFO-R/BMRMFO), B = C 
(BMRMFO/BMRMFO-N), B′ = C(BMRMFO-N/BMRMFO), C = C(BMRMFO/ 
NSGA-II), C′ = C(NSGA-II/BMRMFO), D = C(BMRMFO/MOPSO), D′ = C 
(MOPSO/BMRMF).

Instance A A’ B B’ C C’ D D’

30 × 2 0.75 0 0.5 0 0.22 0 0.5 0.33
30 × 4 0.6 0.08 0.75 0.31 0.61 0.31 0.57 0.38
30 × 6 0.33 0.29 0.62 0.14 0.96 0 0.09 0.71
50 × 2 0.5 0.25 1 0 0.8 0 0.8 0.25
50 × 4 0.6 0.29 0.8 0.19 0.58 0.14 0.88 0.14
50 × 6 0.75 0 1 0 0 0.22 1 0
70 × 2 0.5 0 1 0 0.92 0 0.73 0
70 × 4 0.62 0.25 1 0 1 0 0.71 0.25
70 × 6 0.57 0.33 0.83 0 1 0 0.4 0.17
Average 0.58 0.17 0.77 0.08 0.68 0.07 0.54 0.30
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algorithms [2] and a random recovery strategy decision algorithm for 
comparison with the proposed optimization algorithm. These algo-
rithms are described as follows:

• Degree centrality-based recovery strategy (DCRS). The damaged 
entities are restored in descending order of their degree centrality 
values.

• Betweenness centrality-based recovery strategy (BCRS). The 
damaged entities are recovered in descending order of their 
betweenness centrality values.

• Closeness centrality-based recovery strategy (CCRS). The damaged 
entities are recovered in descending order based on their closeness 
centrality values.

• Eigenvector centrality-based recovery strategy (ECRS). The damaged 
entities are recovered in descending order of their eigenvector cen-
trality values.

• Clustering Coefficient-based Recovery Strategy (CLUST). The 
damaged entities are recovered in descending order based on the 
clustering coefficient, which reflects the degree of interconnected-
ness among their neighboring entities.

• Random Recovery Strategy (RRS). The damaged entities are recov-
ered in descending order based on the random strategy.

We primarily evaluated the superiority of BMRMFO over baseline

algorithms under different disruption intensities and support site con-
figurations, based on the USoS configuration described in configuration 
cases 5. To comprehensively assess the performance of BMRMFO, six 
instances were constructed in different total damage ratios and support 
site configurations, representing Recovery After Damage scenarios of 
different complexities. The detailed settings are presented in Table 12. 

Recovery was performed using six baseline strategies and the pro-
posed BMRMFO algorithm. Table 13 presents the objective values ob-
tained by each method in the six test instances, where BMRMFO selects 
the solution with the minimum R SoS . Compared to traditional 
centrality-based strategies, BMRMFO achieved an average improvement 
of 27.62 % in R SoS , and 22.61 % in TF SoS . Although selecting the solu-
tion with the minimum value of R SoS results in BMRMFO being slightly 
inferior to CCRS on TF SoS in instance 1, the overall results still provide 
strong evidence of BMRMFO’s superior performance across diverse 
cases, particularly in large-scale Recovery After Damaged scenarios. 

The solutions generated by each method were decoded into corre-
sponding recovery strategies, and their resilience trajectories were 
evaluated through simulation, as illustrated in Fig. 21. Compared with 
all baseline algorithms, BMRMFO yields resilience curves with a sub-
stantially larger enclosed area and achieves a higher post-recovery 
performance level for the USoS. This advantage is particularly evident 
in Instances 1 and 4, where most baseline strategies fail to restore system 

performance to the required task baseline, whereas BMRMFO consis-
tently ensures that the final performance exceeds this threshold.

4.4. Discussion

This study validates, through multi-instance and multi-algorithm 

comparative experiments, that the proposed evaluation–optimization 
framework can systematically enhance the resilience of relay-enabled 
USoS. At the evaluation level, the results indicate that tasks, as higher-
level abstractions of system capabilities, imply that localized improve-
ments in individual capabilities do not necessarily translate into 
mission-level performance gains; instead, meaningful performance im-
provements can be achieved only when the constituent capabilities 
within a task chain evolve in a coordinated manner.

In the summary, the results indicate that BMRMFO consistently 
yields more effective recovery strategies under complex and heteroge-
neous conditions. Compared with conventional methods, BMRMFO en-
ables more efficient performance restoration while maintaining 
balanced trade-offs among competing recovery objectives,

Fig. 18. The boxplots of C metrics of BMRMFO and other algorithms.

Table 9
C-metric comparison of all algorithms under different USoS configuration cases. 
(A = C(BMRMFO/BMRMFO-R), A′ = C(BMRMFO-R/BMRMFO), B = C 
(BMRMFO/BMRMFO-N), B′ = C(BMRMFO-N/BMRMFO), C = C(BMRMFO/ 
NSGA-II), C′ = C(NSGA-II/BMRMFO), D = C(BMRMFO/MOPSO), D′ = C 
(MOPSO/BMRMF),.

Instance A A’ B B’ C C’ D D'

30 0.57 0 0.86 0 0.67 0.17 0.33 0.17
35 0.71 0.14 1 0 1 0 0.45 0.36
40 0.50 0.17 1 0 1 0 0.86 0
45 1 0 1 0 1 0 0.6 0.4
50 0.6 0.29 0.8 0.19 0.58 0.14 0.88 0.14
55 0.33 0.43 1 0 1 0 1 0
60 0.22 0 1 0 0.33 0 1 0
65 0.67 0 1 0 0.22 0 0.83 0
70 1 0 1 0 0.93 0 0.57 0
Average 0.62 0.11 0.92 0.03 0.75 0.03 0.72 0.12
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demonstrating stable behavior in relay-enabled USoS. Notably, the re-
covery process exhibits an implicit tendency toward relay-prioritized 
restoration: even without explicitly enforced relay-first rules, 
BMRMFO naturally favors relay entities and their neighborhood which 
suggests that the integration of TDMN-based evaluation with BMRMFO 
optimization allows the algorithm to internalize the structural and 
functional role of relays in sustaining task-chain integrity, thereby 
directing recovery actions toward mission-critical components and 
promoting resilience enhancement. However, the experiments rely on 
static communication assumptions and deterministic delays, without 
accounting for dynamic channel fading or stochastic interference. 
Future work may extend TDMN to stochastic and dynamic

Fig. 19. C-metric comparison of TSKCA and other algorithms under different instances.

Table 10
Wilcoxon’s test of C-metric of all algorithms.

BMRMFO vs R+ R- Z p-value α s = 0.05

BMRMFO-R 169 2 3.636 0.0000 Yes
BMRMFO-N 171 0 3.724 0.0000 Yes
NSGA-II 169 2 3.636 0.0000 Yes
MOPSO 161 10 3.288 0.0002 Yes

Fig. 20. The obtained Pareto frontiers.

Table 11
Relay-priority evaluation results.

Algorithm E e E r ̃ E e Ẽ r E

BMRMFO 0.855 0.483 1.000 0.515 0.758
BMRMFO-R 0.832 0.480 0.800 0.593 0.696
BMRMFO-N 0.805 0.501 0.540 0.000 0.270
NSGA-II 0.746 0.465 0.000 1.000 0.500
MOPSO 0.849 0.490 0.950 0.323 0.635

Table 12
The specific settings of instances.

Instance n n k d r

1 30 2 50
2 50 4 50
3 70 6 50
4 30 2 70
5 50 4 70
6 70 6 70
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communication models, enabling adaptive resilience assessment and 
recovery optimization under time-varying channel conditions.

5. Conclusion

The introduction of relay communication systems improves 
communication coverage and coordination flexibility in USoS, while 
increasing structural coupling and vulnerability. To address this chal-
lenge, this study proposes a resilience modeling and recovery optimi-
zation approach which explicitly accounts for relay-based 
communication mechanisms. First, a TDMN is constructed to quantita-
tively characterize the performance gains induced by relays and to 
establish a task-centric evaluation structure. Second, the BMRMFO al-
gorithm is developed to jointly minimize cumulative performance loss 
resilience and total recovery time cost by prioritizing relay-dependent 
capability pathways and task chains. Extensive case studies are con-
ducted to verify the effectiveness and superiority of the proposed TDMN 
and BMRMFO, and to analyze the structural and functional character-
istics of USoS after the introduction of relay communication.

Future work may further refine the communication mechanisms of 
relay systems and extend the performance indicators to include packet 
loss rate, bandwidth, and other communication-related metrics, thereby 
improving the practical applicability of the proposed approach. In

addition, recovery scenarios may be expanded toward Immediate Re-
covery Scenarios settings with a broader range of available recovery 
measures.
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Table 13
Comparison of R SoS and TF SoS for all algorithms.

Inst-
ance

R SoS TF SoS

DCRS BCRS CCRS ECRS CLUST RRS BMRMFO DCRS BCRS CCRS ECRS CLUST RRS BMRMFO

1 0.65 0.58 0.68 0.77 0.68 0.59 0.48 281 268 251 269 258 294 257
2 0.30 0.39 0.32 0.35 0.30 0.40 0.26 495 521 530 516 519 595 367
3 0.40 0.54 0.40 0.40 0.45 0.51 0.32 749 754 759 740 756 881 616
4 0.68 0.63 0.64 0.72 0.63 0.73 0.50 407 387 397 417 416 423 312
5 0.42 0.52 0.42 0.46 0.49 0.78 0.35 714 740 746 712 751 865 449
6 0.50 0.54 0.47 0.51 0.49 0.65 0.38 1047 1012 1000 1056 1054 1137 885

Fig. 21. Comparison of BMRMFO and baseline methods under varying disruption intensities and support resources.
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Appendix

1) Indices

l The index of task types
p The index of mate-task chain types 
a The index of targets
i The index of entities
j The index of recovery measures 
k The index of support sites
q The index of recovery quality levels

2) Parameters

S The symbol of sensor entity
D The symbol of decider entity
I The symbol of influencer entity
T The symbol of target entity
N The Task-driven Multilayer Network
S The Structure Layer network
C The Capability Layer network
M The Mission Layer network
V lt The node set of each network in TDMN, lt ∈ {S , C , M }

E lt The edge set of each network in TDMN, lt ∈ {S , C , M }

V et The sets of each entity type, et ∈ {S, D, I, T}
E C The sets of functional interaction edges
E F The sets of interaction relationships edges
W C A weight function of Capability Layer network
V R;S,D,I The sets of relay entities
V N;S,D,I The sets of non-relay entities
N R The number of relay entities
P p The meta-task chain p
m p The number of task types of meta-task chain p
n p The number of meta-task chain
L l The task type l
v i The entity i
D(v i ) The functional integrity level of entity i
c y,l,a The operation loop y of type l associated with target a
C 
( 
c y,l,a 

) 
The performance of the operation loop y

L 
( 
c y,l,a 

) 
The total number of communication hops along all edges in operation loop y 

L min,l The minimal number of hops required to complete the meta-operation loop l 
F 
( 
c y,l,a 

) 
The overall capability of operation loop y

n l,a The total number of tasks type l to target a
E l,a Average task-support level for task type l to target a
TP a The list of required meta-task chain of target a
Ln a,p The number of meta-task chain p associated with the target a
ω p,a The importance weight of meta-task chain p for target a
R a The Influence Effect on target a
λ a The normalized importance weight of target a
A The total number of target entities
α The marginal decay factor of influence effect
ψ SoS The overall USoS performance
P The normalized performance of USoS
T e The recovery termination time
T t The recovery completion time
t max The maximum recovery time cost allowed for USoS
F spt,j Unit time operation cost of recovery measure type j
F otc The operation time of recovery strategy
F mtc The mobilization time of recovery strategy
K k Support sites k
d i,k The distance from entity v i to each support site k
Qe q Recovery-effect coefficient
Qt q Recovery-time coefficient
hop i 1 , i 2 The minimum number of hops required to establish communication between entity i1 and i2 
n Total number of entities
n k Total number of support sites
n q Total number of support sites recover quality levels,
D i ∗ The functional integrity level after recovery of entity i
τ Capability degradation coefficient
v s Mobilization speed of maintenance vehicles
v m Mobilization speed of the entity

(continued on next page)
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(continued )

HOP max Relay-based communication hop count upper bound 
TH max Total loop length total loop length
r c The communication range of each entity
r s The observation range of sensors
r l The strike range of influencers
d r Total damaged ratio
d c Complete damage ratio
d p Partial damage ratio
TR k The storage capacity of support site k
P BL Mission baseline
RB The number of redundant backups
R SoS The cumulative performance loss resilience
TF SoS Total recovery time cost

3) Decision variables

x i,j,k Binary variable equal to 1 if recovery measure j is performed on entity i at support site k; otherwise, 0. 
z i,q Binary variable equal to 1 if entity i selects recovery quality level q; otherwise, 0.

Data availability

Data will be made available on request.
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