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A B S T R A C T

With the increasing complexity of modern technological systems, data-driven human error accident risk control 
(DD-HEARC) faces three interrelated core challenges: data sparsity (Q1), explainability (Q2), and transformation 
application (Q3), which form a vicious cycle that hinders scientific progress. Following the PRISMA guidelines, 
this study systematically reviewed 95 high-quality journal articles from Web of Science, Scopus, and IEEE Xplore. 
The analysis reveals severe fragmentation: approximately 15% of studies address two or more challenges 
concurrently, and only 21% explicitly incorporate causal inference. Four key limitations are identified: causal 
blindness in data augmentation, disconnection between explainable AI and safety practice, lack of systematic 
transformation mechanisms, and absence of cross-dimensional integration methodologies. The study's core 
contribution is the systematic diagnosis of the Q1→Q2→Q3→Q1 constraint loop and the proposal of an inno
vative three-dimensional DD-HEARC framework integrating temporal, logical, and collaborative dimensions. 
This framework provides a unified cognitive tool for researchers and practitioners to shift from fragmented, 
experience-driven approaches toward systematic, science-driven risk governance.

1. Introduction

Human error accidents (HEA) refers to unexpected events primarily 
caused by human action failures that result in adverse consequences 
(Donaldson et al., 2000). In the era of Industry 5.0 and digital intelli
gence, HEA remain a critical threat to system resilience. Recent ergo
nomics research has shifted from retrospective statistics to proactive, 
real-time sensing, such as using electrodermal activity (EDA) for work
load assessment (Seong et al., 2025) and non-contact cardiopulmonary 
features for cognitive overload risk detection (Sen et al., 2026). From 
traditional industrial fields (Garrett and Teizer, 2009) and trans
portation sectors (Ashraf et al., 2024; Li et al., 2023), to modern infor
mation and communication technology (Nobles, 2018) and other 
domains, HEA occur frequently (Kyriakidis et al., 2019; Maternová 
et al., 2023). Meanwhile, new types of human error emerging from 
advanced technologies present new challenges for HEA analysis 
methods (Shin and Shin, 2023).

The HEA generation process follows the causal relationship of “PSFs 
→ Human Error → HEA” (Reason, 1990), where Performance Shaping 
Factors (PSFs) induce human errors, and human errors directly or 
indirectly trigger accidents through system coupling and propagation 

(Hollnagel, 2014). This causal chain has been widely adopted in human 
reliability analysis (HRA) frameworks such as CREAM (Hollnagel, 
1998), ATHEANA (Forester et al., 2004), and the more recent 
STAMP/STPA models (Leveson, 2011), which emphasize systemic in
teractions over linear failure sequences. While traditional HRA relies on 
expert judgment, the increasing complexity of human-machine systems 
demands objective causal evidence. Recent advances in AI-driven fo
rensics, such as HFACS-LLM reasoning (Li and Wang, 2025), provide 
new pathways for accident reconstruction. However, bridging the gap 
between high-dimensional sensor data and explainable management 
actions remains a fundamental challenge. To achieve precise risk con
trol, it is essential to identify true causal mechanisms, namely clarifying 
which PSFs can substantially reduce accident risk when changed, and 
through controlling which links accident occurrence can be prevented.

With the rapid development of technologies such as the Internet of 
Things, big data, and artificial intelligence, modern industrial systems 
generate massive operational data, providing unprecedented opportu
nities for deep understanding of HEA causation mechanisms. Data- 
driven analysis methods can automatically discover patterns, extract 
knowledge, and build models from large amounts of actual data, offering 
significant advantages in objectivity, real-time adaptability, and 

* Corresponding author.
E-mail address: panxing@buaa.edu.cn (X. Pan). 

Contents lists available at ScienceDirect

International Journal of Industrial Ergonomics

journal homepage: www.elsevier.com/locate/ergon

https://doi.org/10.1016/j.ergon.2026.103918
Received 16 November 2025; Received in revised form 15 February 2026; Accepted 22 February 2026  

International Journal of Industrial Ergonomics 113 (2026) 103918 

Available online 3 March 2026 
0169-8141/© 2026 Elsevier B.V. All rights are reserved, including those for text and data mining, AI training, and similar technologies. 

mailto:panxing@buaa.edu.cn
www.sciencedirect.com/science/journal/01698141
https://www.elsevier.com/locate/ergon
https://doi.org/10.1016/j.ergon.2026.103918
https://doi.org/10.1016/j.ergon.2026.103918


precision over traditional methods. Recent studies have demonstrated 
the potential of machine learning in predicting human performance 
degradation (Zhang et al., 2026), identifying latent PSFs from unstruc
tured incident reports (Tanguy et al., 2016), and integrating real-time 
physiological data into dynamic risk assessment. Based on the com
plex system safety management needs driven by digitization trends, this 
study defines the research concept of data-driven human error accident 
risk control (DD-HEARC). As a specialized, human-centric extension of 
the broader data-driven risk analysis (DRA) paradigm, DD-HEARC em
phasizes the human factor—the principal source of variability and un
certainty that traditional hardware-oriented DRA approaches often 
oversimplify. By fully utilizing rich data resources in the digital age, 
DD-HEARC seeks to achieve a transformation from experience-driven to 
science-driven governance, providing a targeted methodological 
framework for managing the dynamic and non-linear nature of human 
fallibility in Industry 5.0.

Despite its potential, practical applications of DD-HEARC face more 
stringent constraints than general DRA due to the inherent complexity of 
human behavior. It is currently impeded by a triadic bottleneck con
sisting of three core challenges, as shown in Fig. 1. 

(1) Q1: Data Sparsity

Unlike mechanical failures with detectable physical signals, human- 
centric data suffers from the unobservability of PSFs, where critical 
cognitive states lack objective measurement benchmarks (Anjum and 
Rocca, 2019). Furthermore, label inconsistency remains a significant 
hurdle, as causation judgments for the same accident often diverge 
among experts. Finally, HEA samples are extremely scarce, resulting in a 
paradox of safety: stringent safety protocols in high-reliability organi
zations effectively suppress incident frequency, thereby limiting the 
availability of historical data required for deep learning. This data 
sparsity increases the risk of model overfitting and undermines 
generalization. 

(2) Q2: Causality Explainability

The second challenge concerns the requirement for explainability, 
which stems from the epistemological tension between the complexity of 
safety management demands and the opaque nature of data-driven 
models. While general DRA often prioritizes predictive performance, 
DD-HEARC necessitates a high level of managerial transparency to align 
AI logic with the operator's situational awareness and the organization's 
responsibility-based protocols. The inherent opacity of advanced ma
chine learning prevents safety managers from identifying the mecha
nistic “why” and “how” behind human error, which is a prerequisite for 
justifiable intervention (Hong et al., 2020). Although emerging 

frameworks such as causal inference (Pearl, 2019) and hybrid 
symbolic-AI (Mehra, 2024) attempt to bridge this gap, the persistent 
associative trap of current models continues to erode practitioner trust 
and hampers the formulation of logic-driven prevention measures. 

(3) Q3: Risk control method.

Even when accurate and explainable insights are achieved, a critical 
transformation gap persists in converting scientific cognition into 
actionable risk control strategies (Anjum and Rocca, 2019). Within the 
specialized scope of DD-HEARC, this represents the final hurdle in 
translating data-driven intelligence into measurable safety value—a 
process significantly more complex than traditional DRA interventions 
due to the dynamic and non-linear nature of human-machine collabo
ration. This gap manifests as a systemic decoupling where analytical 
insights remain frozen in research reports rather than being thawed into 
real-time, proactive interventions. Bridging this gap requires achieving 
cybernetic closure, ensuring that data-driven insights are seamlessly 
integrated into adaptive control loops that can accommodate the tran
sient fluctuations of human reliability in modern industrial 
environments.

Building upon the identified challenges, this study aims to system
atically synthesize the current landscape of HEA research through a 
PRISMA-compliant literature review. The primary objective is to navi
gate the complexities of sparse data processing and model explainability 
to establish a robust DD-HEARC implementation framework. Specif
ically, this research is structured to: 1) construct a problem: oriented 
framework following the causal evolution of “PSFs → Human Error → 
HEA”; 2) conduct a critical review of the triadic bottleneck, namely data 
scarcity, explainability, and risk control transformation; 3) diagnose 
systemic research limitations and delineate future strategic directions; 
and 4) propose a comprehensive 3D analysis framework to provide 
methodological guidance for both theoretical development and engi
neering applications.

The structure of this paper is organized into seven interconnected 
sections to ensure a seamless transition from theoretical grounding to 
practical synthesis. Following the introduction, Section 2 establishes the 
multi-disciplinary theoretical foundations supporting the DD-HEARC 
paradigm, while Section 3 delineates the systematic review methodol
ogy. Section 4 provides a tri-dimensional analysis of the current research 
status, which informs the identification of critical gaps and future di
rections in Section 5. Subsequently, Section 6 constructs a conceptual 
application reference framework based on the review findings. Finally, 
Section 7 summarizes the study's core contributions and its broader 
significance for the field of ergonomics.

The theoretical significance of this research resides in its systematic 
development of a comprehensive conceptual landscape for DD-HEARC, 

Fig. 1. DD-HEARC Concept and Problems to be Solved.
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specifically elucidating the reciprocal dependencies between sparse data 
processing, causal explainability, and risk control transformation. By 
identifying the underlying structural pathologies within the field and 
introducing an innovative 3D analysis framework, this study provides a 
robust methodological foundation for systematic problem-solving in 
human factor safety. Practically, this work functions as a strategic 
decision-support instrument for researchers in methodology selection 
while offering a standardized technical roadmap for engineering 
practitioners.

2. DD-HEARC theoretical foundations

The emergence of DD-HEARC represents a paradigm shift from 
traditional retrospective human factors analysis to a proactive, closed- 
loop control system within the Industry 5.0 landscape (Belkadi and 
Bachiri, 2025). Theoretically, DD-HEARC synthesizes Systems Theory, 
Cybernetics, and Cognitive Engineering to establish a continuous oper
ational flow of “Sensing (Q1)→Cognition (Q2)→Action (Q3)”. This 
section elucidates the theoretical pillars that support this integrated 
approach in addressing the systemic challenges of data sparsity, causal 
opacity, and transformation gaps.

2.1. Theoretical pillars for DD-HEARC

DD-HEARC is grounded in a hierarchical theoretical framework that 
transitions from macro-systemic logic to micro-behavioral mechanisms. 
First, Cybernetics and Systems Thinking provide the foundational logic 
for DD-HEARC as a proactive safety risk control system (Chen et al., 
2025). In the DD-HEARC paradigm, the “PSFs→Human Error→HEA” 
chain (Tang et al., 2020) serves as the causal skeleton. These skeleton 
transforms raw sensing data (PSFs) into mediating variables (Human 
Errors) and final outcomes, enabling the system to act as a feed-forward 
control loop where risks are mitigated before they propagate into acci
dents. Second, the transition from Safety-I to Safety-II provides the 
epistemological justification for data-driven modeling (Chen et al., 
2021; Hollnagel, 2014). While traditional HRA focuses on scarce acci
dent samples, DD-HEARC embraces the Safety-II philosophy by moni
toring normal operational variability. Third, Cognitive Systems 
Engineering and Situational Awareness (SA) theoretical frameworks 
provide the bridge for model explainability (Q2). For DD-HEARC to be 
effective, its outputs must align with the human manager's mental 
model. Integrating frameworks like SAFE-AI (Sanneman and Shah, 
2022) ensures that opaque model predictions are translated into trans
parent, causally interpretable insights, thereby facilitating the trans
lation of scientific understanding into actionable risk control strategies 
(Q3). This integration ensures that intelligent forensics supplements, 
rather than replaces, expert judgment in complex human-machine 

collaborations (Zhang et al., 2026).

2.2. Theoretical support for Q1

In the data-driven modeling of the “PSFs → Human Error → HEA” 
causal chain, the primary challenge is the data sparsity. Data sparsity in 
the safety domain has unique characteristics, mainly manifested in three 
levels of problems, as shown in Fig. 2. First is PSFs unobservability: PSFs 
such as operators’ psychological states, organizational safety culture, 
and informal communication patterns often lack objective measurement 
methods (Moura et al., 2016), stemming from the subjective and hidden 
characteristics of human factor variables. Second is data label quality 
issues: stemming from high cost and low consistency of expert annota
tion, different experts may have significant differences in causation 
judgments for the same HEA, affecting the application effectiveness of 
data-driven methods (Zhou et al., 2022). Third is accident sample 
scarcity: major HEA, as typical low-frequency high-consequence events, 
have extremely limited available samples for analysis due to their rarity 
(Parsa et al., 2019), causing serious class imbalance phenomena (Mujalli 
et al., 2016).

Schematic illustration of Q1 (data sparsity) manifestations along the 
HEA causal path “PSFs → Cognitive Error (CE) → Human Error (HE) → 
Human-Machine Interface (HMI) → HEA”. Dotted lines indicate missing 
or low-quality data at three levels: ① PSFs unobservability (e.g., psy
chological states); ② label inconsistency due to expert subjectivity; ③ 
accident sample scarcity leading to class imbalance.

Addressing Q1, relevant theories provide multi-level solutions. 
Causal inference theory provides theoretical foundation for identifying 
true causal relationships under sparse data conditions through structural 
causal models, potential outcome frameworks, and other methods 
(Pearl, 2010). Small sample learning theory includes meta-learning, 
few-shot learning, and other methods, providing technical support for 
building effective prediction models under limited sample conditions 
(Gharoun et al., 2023). Data augmentation theory generates synthetic 
samples conforming to causal logic through deep learning techniques 
such as generative adversarial networks and variational autoencoders, 
combined with domain knowledge constraints (Fathy et al., 2020). 
Transfer learning theory improves model performance in target domains 
by utilizing data resources from related domains through cross-domain 
knowledge transfer (Chen et al., 2022). Meanwhile, professional 
knowledge in the HRA field provides important guidance for sparse data 
processing. In PSF data acquisition, HRA theory provides basis for var
iable classification, measurement methods, and relationship analysis (La 
Fata et al., 2023; Morais et al., 2022). In human error label formulation, 
classic skill-rule-knowledge classification (Rasmussen, 1990) provides 
theoretical framework for annotation systems. This combination of 
domain knowledge and data science technology is an important 

Fig. 2. Specific manifestations of Q1.
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characteristic of DD-HEARC sparse data processing.

2.3. Theoretical support for Q2

After solving Q1, DD-HEARC must also ensure model explainability, 
which is not only a technical requirement but also an essential need of 
safety management (Hong et al., 2020). From a cognitive science 
perspective, safety managers need to understand HEA causal mecha
nisms to formulate effective prevention strategies. From a decision sci
ence perspective, risk control decisions involve significant safety 
responsibilities and resource investments, requiring explainable scien
tific basis; from a system engineering perspective, safety management of 
complex systems requires transparent causal logic to guide multi-level, 
multi-dimensional intervention measures. Based on the depth and 
mechanism of explainability, Q2 can be divided into extrinsic explain
ability and intrinsic explainability, as shown in Fig. 3.

Two paradigms of Q2 (explainability). Extrinsic explainability (f1) 
treats the model as a black box and uses post-hoc methods (e.g., SHAP) 
to approximate associations between PSFs and HEA. Intrinsic explain
ability (f2) embeds causal logic within a white-box structure (e.g., 
Bayesian networks) to reveal the internal mechanism from PSFs through 
HE to HEA.

Extrinsic explainability treats the HEA causation process as an opa
que system, focusing on identifying statistical associations between PSFs 
and HEAs. Intrinsic explanation methods, in contrast, provide the 
theoretical underpinning for extrinsic explainability by offering mech
anisms to enhance the transparency of complex models (Ribeiro et al., 
2016). Although these methods can provide explanations for complex 
models, the fidelity and stability of explanations are controversial, 
making it difficult to reveal deep causal mechanisms (Barbierato and 
Gatti, 2024). Intrinsic explainability conceptualizes the HEA causation 
process as a transparent system, prioritizing the elucidation of internal 
mechanisms across the entire causal trajectory—from PSFs and human 
error to the resulting HEA. By integrating causal inference theory, the 
DD-HEARC framework transcends mere statistical association to facili
tate a rigorous mechanistic understanding. Unlike conventional 
correlation-based analyses, causal inference enables the evaluation of 
counterfactual scenarios. This predictive capacity is essential for the 
design of proactive risk-control strategies. Furthermore, formalisms 
such as causal graph models and potential outcome frameworks provide 
intuitive representations of these complex interactions, simultaneously 
enhancing model interpretability and operational utility (Spirtes and 
Zhang, 2016).

2.4. Theoretical support for Q3

With explainable causal insights, the key issue turns to how to 
transform these scientific cognitions into actionable management ac
tions. This transformation process involves decision science, human 
factors engineering, organizational behavior, and other theoretical 

fields, requiring systematic theoretical support to guide transformation 
from analysis to action. This study categorizes risk control measures into 
three types of risk control methods centered on humans, systems, and 
human-machine collaboration, as shown in Fig. 4.

Human-centered control relies on matching qualified individuals 
with appropriate operational tasks, focusing on mitigating human error 
by enhancing personnel capabilities. Because human errors arise from 
gaps between individual skills and task requirements, this strategy sys
tematically strengthens safety performance through competency 
frameworks applied to selection and training (Rahman et al., 2022), 
learning theory for skill development (Vinodkumar and Bhasi, 2010), 
and motivation theory for behavioral transformation (Christian et al., 
2009). System-centered control adheres to “making systems adapt to 
human errors,” acknowledging objective limitations in human cognitive 
capabilities and focusing on optimizing system design to eliminate error 
conditions. This approach represents a shift from eliminating human 
errors to designing error-tolerant systems through human factors engi
neering for interface optimization (Larsson and Tingvall, 2013), 
fault-tolerant design for safe state maintenance (Wood and Kieras, 
2002), and error-proofing design through physical constraints (Norman, 
2013). Human-machine collaboration-centered control transcends 
traditional unidirectional adaptation, emphasizing bidirectional 
learning and mutual adjustment between humans and systems (Xu et al., 
2023). This approach recognizes that optimal safety performance comes 
from synergistic effects rather than simple addition of human and ma
chine performance, supported by symbiotic intelligence theory for 
collaborative development (Xue et al., 2024), adaptive system theory for 
dynamic optimization (Cao et al., 2012), and trust calibration theory for 
stable collaborative relationships (Ding et al., 2025b). These three 
theoretical modules organically unify to constitute the complete risk 
control transformation framework for DD-HEARC.

Finally, the above four theoretical modules support each other and 
organically unify, jointly constituting the complete theoretical system of 
DD-HEARC. Accident causation theory provides core analytical frame
work and causal logic, providing foundation for problem definition and 
research boundaries of DD-HEARC; sparse data processing theory solves 
data acquisition and quality assurance problems, providing guarantee 
for DD-HEARC data foundation; causal explainability theory ensures 
scientific and understandable analysis results, providing support for DD- 
HEARC core capabilities; risk control transformation theory realizes 
effective transformation from analysis to action, providing guarantee for 
DD-HEARC application value.

3. Methodology

This systematic review follows the PRISMA (Preferred Reporting 
Items for Systematic Reviews and Meta-Analyses) statement (Page et al., 
2021) and established practices from previous systematic reviews 
(Siddaway et al., 2019). These guidelines help systematize, compre
hensify, transparentize, and reproducibilize the review process (Salmon 

Fig. 3. Specific manifestations of Q2.
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et al., 2022). Based on the theoretical framework of DD-HEARC and the 
three core challenges, this study constructed a targeted methodological 
system to ensure that literature search, screening, and analysis 
comprehensively cover the three key dimensions of sparse data pro
cessing, causal explainability, and risk control transformation.

3.1. Search strategy

Based on the theoretical framework established in Chapter 2, the 
search strategy of this study was specifically designed for the three core 
challenges to ensure comprehensive capture of relevant research prog
ress. Search terms related to sparse data processing were developed 
through reviewing mainstream causal inference theories and small 
sample learning methods. Explainability-related search terms were 
derived from reviews of explainable Artificial Intelligence (AI) and 
causal explanation methods, particularly focusing on techniques such as 
causal inference and counterfactual explanation that align with safety 
management needs. Human error accident risk control-related search 
terms referenced review articles in the safety science field, with 
emphasis on transformation mechanisms from analysis to action. To 
reflect the data-driven characteristics of DD-HEARC, data-driven related 
search terms were specifically added.

In the specific search process, a combined search strategy was 

adopted: ((Sparse Data) OR (Causal Explainability) OR (Risk Control 
Transformation) OR (Data-Driven)) AND (HEA Core) (see Table 1). Web 
of Science Core Collection, Scopus, and ScienceDirect were selected as 
literature search sources because these three databases cover a wide 
range of journals related to the research topic. The initial search was 
conducted on December 31, 2025, yielding 24,845 results (8286 from 
Web of Science Core Collection, 10,471 from Scopus, and 6088 from 
ScienceDirect). The search results were subsequently imported into 
EndNote for deduplication processing. After removing 10,696 duplicate 
records, 14149 articles were retained for further screening.

3.2. Screening and selection

To ensure literature quality and research relevance, this study 
adopted a hierarchical screening strategy based on the DD-HEARC 
theoretical framework. To ensure review quality, only peer-reviewed 
journal articles were included, excluding conference papers and book 
chapters. Subsequently, a two-stage review strategy was adopted: title 
and abstract review, and full-text review.

Inclusion criteria required literature to meet at least one of the 
following conditions: Q1-related research that proposes processing 
methods or technologies for sparse data problems in human factor ac
cident analysis; Q2-related research that focuses on the explainability of 
human factor accident analysis models or causal inference methods; Q3- 
related research that explores transformation mechanisms or strategies 
from human factor accident analysis to risk control; comprehensive 
research that simultaneously involves two or more challenges. Exclusion 
criteria included: literature with research fields unrelated to human 
factor accidents or safety management; purely theoretical research 
lacking methodological innovation or application value; traditional 
statistical research that does not reflect data-driven characteristics; 
research that focuses only on statistical associations without considering 
causal relationships.

Quality assessment criteria were established based on the special 
requirements of DD-HEARC, including five key dimensions: methodo
logical innovation, causal focus, practicality, data-driven degree, and 
challenge integration. In the title and abstract review stage, articles 
focusing on causal-enhanced human factor accident analysis in sparse 

Fig. 4. Specific manifestations of Q3.

Table 1 
Search terms.

Concept Search Terms

Spare Data “sparse data” OR “limited data” OR “small sample” OR “data 
scarcity” OR “few shot” OR “low resource” OR “data 
augmentation” OR “transfer learning” OR “imbalanced data”

Explainability “explainable” OR “interpretable” OR “explainability” OR 
“interpretability” OR “causal explanation” OR “causal inference” 
OR “causal discovery” OR “causal model” OR “counterfactual”

HEA Risk 
Control

(“human error” OR “human factor” OR “human failure” OR 
“operator error” OR “cognitive failure”) AND (“risk control” OR 
“intervention” OR “prevention” OR “mitigation” OR “safety 
management”)

Data Driven “data-driven” OR “machine learning” OR “artificial intelligence” 
OR “predictive model” OR “automated analysis”
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data environments or solving explainability and control transformation 
problems were included. In the full-text review stage, originally pub
lished articles involving data-driven human factor accident risk control 
methods and clearly addressing at least one core challenge were 
included. Subsequently, through backward and forward citation 
searches, the references and citations of these articles were manually 
checked to identify other eligible articles. Fig. 5 shows the PRISMA flow 
diagram for the screening of DD-HEARC-related articles included in this 
study.

3.3. Data extraction and analysis

Based on the theoretical framework of DD-HEARC, this study con
structed a hierarchical data extraction system to systematically analyze 
the current research status of the three core challenges and their in
terrelationships. Content analysis method was adopted to systematically 
analyze the included literature, which is an objective method for 
describing and quantifying research phenomena that can derive repro
ducible and valid inferences from large amounts of literature data.

The data extraction framework adopted a three-level coding scheme 
consistent with the DD-HEARC theoretical framework. First-level coding 
corresponds to core challenge dimensions (Q1 sparse data processing, 
Q2 causal explainability, and Q3 risk control transformation). Second- 
level coding refines specific method types for each core challenge, 
such as data augmentation techniques, transfer learning methods, and 

expert knowledge integration for Q1. Third-level coding describes 
application characteristics, including application domains, data-driven 
degree, causal attention level, and integration complexity. Special 
attention was paid to the interrelationships among the three challenges 
and integrated solutions, including Q1-Q2 cross-analysis of explain
ability maintenance under sparse data conditions, Q2-Q3 cross-analysis 
of how explainability supports risk control decision-making, Q1-Q3 
cross-analysis of control strategy generation with limited data, and Q1- 
Q2-Q3 integrated analysis of systematic solutions addressing all three 
challenges simultaneously.

The research team developed an initial coding scheme based on 
search terms and theoretical framework. Multiple authors conducted 
data extraction independently after establishing consistency through 
training coding. Inter-coder agreement coefficient reached 0.87, indi
cating high coding reliability. Multiple verification measures were 
adopted including theoretical consistency testing, expert validation, and 
cross-validation to ensure coding quality. The analysis strategy focused 
on identifying patterns, gaps, and opportunities within and across the 
three challenge dimensions, providing empirical basis for subsequent 
research gap identification and framework construction.

Fig. 5. Flow diagram of literature search and selection.
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4. Results: current state of research

4.1. Overcoming the data sparsity bottleneck (Q1)

The systematic review of the selected studies indicates that the 
challenges of Q1 involve more than limited sample sizes; they represent 
a systemic crisis in the transition from data to causal evidence. 
Following the findings presented in Table 2, this section critically ana
lyzes the three levels of data sparsity. 

(1) PSFs Data: The Transition from Subjective Snapshots to Contin
uous Bio-Sensing

Existing research indicates a critical shift in PSFs acquisition. While 
traditional methods depend on subjective questionnaires, which are 
often compromised by memory inaccuracies and delayed reporting, 
recent trends in Table 2 demonstrate a transition toward objective, real- 
time sensing. This shift overcomes the limitations of passive data 
collection but introduces the Invasiveness-Validity Paradox: although 
high-fidelity physiological sensors provide objective metrics, their 
deployment in high-stress environments can function as a secondary 
performance-shaping factor, potentially distorting natural operator 
behavior. The primary research gap involves balancing the ecological 
validity of field sensing with the precision of laboratory-grade 
biometrics. 

(2) Human Error Data: The Semantic Gap in Labeling and Annotation

The scarcity of human error data is fundamentally a problem of 
annotation subjectivity. Although databases like HuREX and SACADA 
provide a foundation, the inconsistency in expert judgments across 
different industries creates a semantic gap. Most studies treat human 
error as a binary static label. However, from a Safety-II perspective, 
human error is not a failure but a performance variability. The failure of 
current data-driven models to capture this variability stems from an 
over-reliance on Safety-I (accident-only) data. To bridge this, future 
datasets must move toward capturing near-misses and successful adap
tations to provide a holistic view of human reliability. 

(3) Accident Data: The Conflict between Statistical Quantity and 
Causal Fidelity

To address the low-frequency high-consequence nature of major 
HEA, data augmentation remains the primary strategy. However, a deep 
conflict exists between mathematical expansion and logical authen
ticity. Traditional oversampling methods like BL-SMOTE or MWMOTE 
generate data points in a high-dimensional space but often break the 
temporal causal chain of an accident. Emerging generative approaches 
attempt to preserve this logic through Large Language Models. The 
fundamental limitation identified here is the Causal Hallucination in AI- 
generated samples. While generative models can achieve statistical 
parity with real datasets, they often fail to maintain the strict physical 
and psychological constraints required for risk control. If Q1 lacks 
Causal Fidelity, any subsequent analysis in Q2 will merely be an 
explanation of noise, ultimately leading to the failure of Q3.

4.2. Improving the explainability (Q2)

The systematic review identifies a significant epistemological shift in 
Q2. As modern systems transition toward Industry 5.0, the requirement 
for explainability has evolved from simple post-hoc attribution to 
intrinsic mechanistic understanding. Based on the trends in Table 3, this 
section critiques the Explainability-Trust Gap through two dimensions 
(see Table 4). 

(1) Extrinsic Explainability: Limitations of Post-hoc Interpretations

Table 2 
Studies addressing Q1.

Q1 Problem References

PSFs Data 
Scarcity

PSFs 
Classification

■ Nuclear: Emphasizing 
interrelationships and risk 
accumulation over time (Kim and 
Jung, 2003).

■ Industrial Maintenance: Includes 
organizational, environmental, task, 
and individual factors affecting 
human reliability and error (Franciosi 
et al., 2019).

■ Chemical Process Industry: PSFs 
grouped by task features, error types, 
and error mechanisms; focus on 
operator competence, environment, 
and task (Menezes et al., 2021).

■ Offshore: Group factors into human, 
environmental, organizational, 
technical, and task-related categories 
(Wu et al., 2021).

■ Manufacturing: Classified by 
internal/external factors, often 
tailored to discrete manufacturing 
(Jha et al., 2024).

■ Internet/Communication: 
Communication, interaction, and 
social environments (Triplett, 2022)

PSFs 
Measurement

■ Questionnaire Measurement: PSFs 
questionnaire (Groth and Mosleh, 
2009)

■ Experimental Measurement 
Cognitive workload: heart rate, facial 
expressions (Sharma et al., 2020); 
Attention: eye movement, reaction 
time (Groth and Mosleh, 2009), fNIRS 
(Asgher et al., 2020); Fatigue: HRV 
(Lu et al., 2022), EEG (Ding et al., 
2025a); EDA (Seong et al., 2025); 
Non-contact (Sen et al., 2026)

■Task Decomposition: SHERPA-Based 
(Zhang et al., 2020), IDAC-Based (Chang 
and Mosleh, 2007)

Human Error 
Data Scarcity

Basic Data 
Acquisition

Database Acquisition: Uses incident 
reports, dynamic updating  

■ Nuclear:HuREX (Jung et al., 2020), 
SACADA (Chang et al., 2022)

■ Aviation: NTSB (Burns and Bonaceto, 
2020), AIDS

■ Offshore: CORE-DATA (Basra and 
Kirwan, 1998)

■ Industry: eMRAS, FACTS, MHIDAS, 
CAIRS (Arun et al., 2022)

■ Transportation: CISS, GIDAS, 
CEDATU, RAIDS (Bauder et al., 2022)

Simulation Data: Realistic scenario 
modeling, validation/calibration  

■ Monte Carlo (Cho et al., 2020)
■ System dynamics (Emroozi et al., 

2024a)
■ Modified CREAM/THERP (Ramezani 

et al., 2020; Sun et al., 2012)
Experimental Data: Structured expert 
input, physiological/psychological 
tests  

■ AHP–SLIM (Park and Lee, 2008), 
HEART-BWM (Aliabadi et al., 2022), 
CREAM with HIFs (He et al., 2021)

PSFs 
Modification

■ Multipliers set based on expert 
consensus or mapped from prior 
models, like SPRA-H Based (Boring 
and Blackman, 2007), CREAM-Based 
(Wu et al., 2017)

(continued on next page)
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Extrinsic explainability, primarily represented by post-hoc methods 
such as SHAP and LIME, currently prevails in the literature as a diag
nostic layer for complex black-box models. Although these techniques 
effectively provide feature importance rankings, they frequently remain 
confined to an associative framework that lacks deep mechanistic in
sights. While they can identify statistically significant variables—such as 
operator fatigue or ambient lighting conditions—they fail to elucidate 
the underlying causal interactions or the temporal evolution of these 
factors within an accident sequence. The fundamental limitation of these 
extrinsic approaches is their lack of counterfactual stability; in complex 
human-machine systems, minor contextual shifts can render such 
probabilistic explanations invalid or inconsistent. 

(2) Intrinsic Explainability: Toward Causal Fidelity and Cognitive 
Alignment

Beyond post-hoc interpretations, the post-2020 surge in the appli
cation of Bayesian Networks and Causal Graphs underscores a growing 
consensus that intrinsic transparency is the definitive pathway for 
safety-critical AI systems. This transition toward intrinsic explainability 
is essentially a pursuit of causal fidelity, achieved by embedding struc
tured domain knowledge, such as the Human Factors Analysis and 
Classification System (HFACS), directly into the model through proba
bilistic graphical models. Such integration seeks to bridge the semantic 
gap between machine outputs and human cognition. However, a sig
nificant complexity ceiling remains a major obstacle; as causal networks 
become more realistic by incorporating the dynamic and non-linear 
nature of human behavior, computational demands and modeling dif
ficulties escalate exponentially. This challenge frequently necessitates a 
compromise, leading researchers to revert to oversimplified linear as
sumptions that may fail to capture the intricate nuances of high-risk 
operational environments. 

(3) Synthesis: The Explainability-Actionability Gap

The fundamental depth of the Q2 challenge resides not in a deficit of 
algorithmic solutions, but in a persistent misalignment between AI- 
generated explanations and the requirements of managerial action
ability. While current explainable AI (XAI) technologies successfully 
address the mathematical transparency of models, the DD-HEARC 
paradigm necessitates a higher level of managerial transparency. This 
cognitive mismatch stems from a disparity in operational languages: 
while AI interprets its internal logic through artificial neurons and 
feature weights, safety management operates within a framework of 
responsibility and proactive prevention. Such a gap exerts a significant 
propagation effect that reinforces the identified vicious cycle. When 
explainability fails to provide actionable insights, practitioners often 
lose the incentive for high-quality data collection (Q1), causing 
analytical results to remain confined to the theoretical phase rather than 
bridging the transformation gap toward practical risk control (Q3).

4.3. Bridging the transformation gap (Q3)

Q3 represents the final and most critical stage of the DD-HEARC 
value chain: the transition from Scientific Cognition to Engineering 
Action. The review of the selected studies indicates that while risk 
control concepts have evolved from static standardization to dynamic 
personalization, a fundamental decoupling crisis persists between 
analytical insights and operational interventions. 

(1) Human-Centered Control: Limitations of Static Paradigms in 
Dynamic Environments

Traditional human-centered control logic predominantly emphasizes 
personnel selection and specialized training to mitigate errors at their 
source. While the data-driven era is facilitating a paradigm shift toward 
situational matching, the practical effectiveness of this approach is often 
constrained by the high economic costs of personalized training and the 
rigid capability boundaries of operators during extreme scenarios. 
However, our synthesis suggests that in the absence of real-time physi
ological feedback—a critical gap identified in the Q1 dimension—hu
man-centered control remains largely reactive and probabilistic. Such 
static models fail to account for the transient fluctuations in human 
reliability, such as micro-fatigue or sudden cognitive surges, rendering 
long-term, generalized training insufficient for preventing low- 
frequency, high-consequence “black swan” human error events. 

(2) System-Centered Control: The Ironies of Automation in Rigid 
Designs

System-centered control emphasizes error-proofing and fault- 
tolerance, aiming to adapt the operational environment to human 

Table 2 (continued )

Q1 Problem References

■ Use data statistic to estimate 
multipliers and their uncertainties, 
like Historical Data (Kim et al., 2015), 
simulation data (Griffith and 
Mahadevan, 2015), empirical data 
(Kim and Park, 2019), Bayes inference 
(Takeda and Kitada, 2024)

■ Analyze and weight 
interdependencies among PSFs, then 
adjust multipliers accordingly, like 
DEMATEL/Fuzzy Bayes Network (Liu 
et al., 2022; Xu et al., 2023); Anchored 
PSF (Park, 2024);

■ Combine empirical data, expert input, 
and system dynamics to simulate and 
optimize HEPs, like Hybrid Slim (Zhou 
and Lei, 2020), SD (Emroozi et al., 
2024b)

​ Error Labels ■ First-generation HRA: Skill-based, 
Rule-based, Knowledge-based 
(Rasmussen, 1990); Slips, Lapses, 
Mistakes, Violations (Reason, 1990); 
Omission, Commission (Boring, 
2012);

■ Second-generation HRA: 
Observation, Interpretation, 
Planning, Execution (Hollnagel, 
1998); Phenotypes, Genotypes 
(Morais et al., 2022)

■ Third-generation HRA: 
“Organization-Individual-Task” chain 
error classification (Diaconeasa and 
Mosleh, 2018); Real-time deviations 
in human-machine interaction (Ding 
et al., 2025a);

Human Factor 
Accident Data 
Scarcity

Accident Labels ■ incidence, accident with material loss, 
serious accidents with injures, serious 
accidents with fatalities and injures 
(Bird et al., 1996)

Data Quantity Based on Expert Knowledge  

■ Accident sequences analysis (Olivares 
et al., 2018); Fuzzy method (Kumar 
et al., 2020)

Based on Data Augmentation  

■ Basic sampling: BL-SMOTE (Han 
et al., 2005); MWMOTE (Barua et al., 
2012);

■ Advanced sampling: Clustering 
(Nekooeimehr and Lai-Yuen, 2016); 
Ensemble learning (Bader-El-Den et al., 
2018);

Text-Based Knowledge Extraction (Tian 
et al., 2022), AccidentGPT (Wang et al., 
2024);
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fallibility. While these mechanisms provide deterministic reliability, 
they frequently precipitate the ironies of automation. Over-reliance on 
rigid, error-proof designs can inadvertently lead to skill degradation and 
a diminished sense of system awareness among operators. Our findings 
indicate that most contemporary data-driven systems remain tethered to 
hard-coded rules, lacking the cybernetic adaptability essential for 
navigating complex, dynamic environments. When automated safety 
mechanisms operate without sufficient transparency—a systemic issue 
directly tied to the Q2 explainability challenge—they can trigger auto
mation surprises. In such instances, operators are rendered unable to 
intervene effectively because the underlying logic of the system has 
become decoupled from their internal mental models. 

(3) Human-Machine Collaboration: Trust Calibration within the In
dustry 5.0 Frontier

Human-machine collaboration (HMC) represents the state-of-the-art 
paradigm in risk control, emphasizing bidirectional learning and mutual 
adaptation between human operators and artificial intelligence agents. 
Recent studies published highlight that such synergistic interaction is 
fundamental to achieving collaborative gains in complex systems. 
However, a profound challenge within the HMC framework lies in trust 
calibration. If risk predictions are excessively sensitive, leading to 
frequent false alarms, or remain opaque due to the explainability de
ficiencies identified in the Q2 dimension, operators are likely to resort to 
system disuse or misuse. The research reveals that contemporary DD- 
HEARC research lacks a robust dynamic trust model—a mechanism 
capable of adjusting automation levels based on the real-time reliability 
of both the human and machine components.

4.4. The systemic constraints of Q1, Q2, and Q3

Through in-depth analysis, this study found that complex mutual 
constraint relationships exist among the three challenges Q1, Q2, and 
Q3, forming systematic obstacles to DD-HEARC practical application, as 
shown in Fig. 6. To systematically quantify the fragmentation observed 
across the DD-HEARC literature, we synthesized the coverage patterns of 
all reviewed studies with respect to the three core challenges (Q1–Q3). 
The results are presented in Table 5, which categorizes each study based 
on its explicit focus (single vs. multiple challenges), dominant method
ological approaches, and representative references.

The data reveal a stark imbalance: the overwhelming majority of 
studies focus exclusively on one of the three challenges, while only few 
studies address two or more challenges in an integrated manner. 
Furthermore, the methodological strategies employed within each 
category show limited cross-pollination: Q1 studies predominantly rely 
on data augmentation or transfer learning without causal safeguards; Q2 
studies favor post-hoc explainability tools or static Bayesian networks; 
and Q3 studies remain largely conceptual or domain-specific without 
systematic links to data or explanation layers. This empirical evidence 
strongly supports our central claim that the DD-HEARC field is charac
terized by research silos, which not only limit theoretical advancement 
but also reinforce the vicious cycle depicted in Fig. 6.

The three challenges form a vicious cycle of constraint relationships 
where the output of one phase fundamentally limits the input of the 
next. 

Table 3 
Studies addressing Q2.

Q2 Method Core Idea References

Extrinsic 
Explainability

Based on Statistical 
Association

Efficiently identify association patterns between PSFs and 
accident outcomes, providing quantitative basis for risk factor 
ranking.

■ Logistic Regression (Maternová et al., 2023)
■ LIME (Visani et al., 2022), SHAP (Zhong et al., 2021)
■ Counterfactual explanation (Linardatos et al., 2020)

Based on Artificial 
Intelligence

Powerful nonlinear modeling capability, able to handle 
complex interaction relationships and unstructured text data.

■ XGBoost (Koc and Gurgun, 2022);
■ Neural Network based (Li et al., 2026; Maynard and Harris, 

2022; Zhou and Guo, 2024);
■ Attention mechanism (Jiang et al., 2025; Ras et al., 2022)
■ Agents (Yu et al., 2025)

Intrinsic 
Explainability

Based on Rule 
Reasoning

Generate intuitive and understandable “if-then” decision 
rules, convenient for safety management personnel to 
understand and apply.

■ Rule base (Cheng et al., 2022)
■ Decision tree (Abellán et al., 2013),

Based on Probabilistic 
Graphical Models

Graph structure intuitively displays variable dependency 
relationships, providing quantitative conditional probability 
descriptions.

■ Structural equation model (Hu et al., 2019);
■ HFACS-Bayesian Networks (Kumar et al., 2020; Morais et al., 

2020), Fuzzy-BN (de Maya et al., 2020; Ma et al., 2022), DBN 
(Pan et al., 2024),

■ FTA&ETA (Weber et al., 2012)
■ SD (Hulme et al., 2019)

Other Methods Methods based on systems theory, information theory, and 
graph theory.

■ Activity Theory-Based (Yoon et al., 2016, 2017);
■ Safety Information Cognition Models (Chen et al., 2021);
■ Causal Association Diagrams (Wu et al., 2024)

Table 4 
Studies addressing Q3.

Q3 Risk Control References

Human-Centered 
Control

Selecting suitable 
people to perform 
suitable operations

■ Selection and training 
(Lyssakov and Lyssakova, 
2019; Salas et al., 2012)

■ Job competency model 
(Piliuhina et al., 2024)

■ Personnel-task matching 
mechanism (Wei et al., 2020)

■ Organizational management 
(Lund and Aarø, 2004; Molan 
and Molan, 2020)

System-Centered 
Control

Making systems adapt 
to human errors

■ Error-proof design (physical/ 
logical constraints) 
(Manigandan, 2024; Shingo, 
1986)

■ Fault-tolerant mechanisms 
(Stetter et al., 2020)

■ Real-time warning (Li et al., 
2025; Zhang et al., 2026)

Human-Machine 
Collaboration- 
Centered Control

Humans understand 
machines, machines 
understand humans

■ Human-Machine Interface 
Design (Chen et al., 2021)

■ Cognitive state modeling (Chen 
et al., 2018)

■ Intelligent task allocation 
(Yang et al., 2021)

■ Human-machine trust 
calibration (Ding et al., 
2025b)

■ Human-machine emotional 
interaction (Bernardo and 
Seva, 2023)
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1) Q1→Q2 (Fundamental Constraint): The data foundation determines 
the analysis quality. Sparse or low-quality data (Q1) forces models to 
rely on statistical correlations, which leads to “causal blindness” or 
wrong causation in the explainability (Q2).

2) Q2 → Q3 (Strategic Constraint): The quality of understanding de
termines the effectiveness of control. When causal explanations are 
inaccurate or lack transparency, managers cannot formulate targeted 
intervention strategies, leading to ineffective or even counterpro
ductive risk control (Q3).

3) Q3 → Q1 (Feedback Constraint): This is the crucial link that closes 
the vicious cycle. Poor implementation of risk control (Q3) reduces 
industry confidence and willingness to invest in HEA management, 
which in turn diminishes the resources available for high-quality 
data collection, resulting in even sparser data for future research 
(Q1).

This reveals that DD-HEARC faces not isolated technical challenges 
but a systematic vicious cycle: Q1's data sparsity limits Q2's causal 
inference accuracy, Q2's insufficient explainability hinders Q3's effective 
control strategy formulation, and Q3's transformation difficulties further 
weaken data collection investment. Therefore, DD-HEARC requires 
systems thinking and integrated methods. By establishing unified 
theoretical frameworks, developing integrated methodological systems, 
and improving overall evaluation standards can DD-HEARC achieve the 
leap from theoretical exploration to practical application.

5. Research gaps and future directions

5.1. Systematic identification of key research limitations

5.1.1. Deficiencies in sparse data processing
Current sparse data processing research exhibits three fundamental 

deficiencies. Causal blindness deficiency: existing data augmentation 
methods focus on preserving statistical characteristics while ignoring 
causal structure integrity, producing more severe consequences than 
data sparsity in safety domains. Contextual simplification deficiency: 
most methods assume independent PSFs actions with linear 

Fig. 6. The vicious cycle of three core challenges in DD-HEARC

Table 5 
Cross-dimensional coverage and methodological characteristics of studies.

Coverage 
Type

Number 
(%)

Method Category Representative References 
(≥3 per cell)

Q1 only 36.8% Data augmentation, 
PSFs questionnaires, 
Transfer learning

Han et al. (2005); Groth 
and Mosleh (2009); 
Franciosi et al. (2019); 
Parsa et al. (2019); Chen 
et al. (2022)

Q2 only 32.2% SHAP/LIME, Logistic 
regression, Bayesian 
Networks

Zhong et al. (2021); 
Maternová et al. (2023); 
Morais et al. (2020); Hu 
et al. (2019); Abellán et al. 
(2013)

Q3 only 16.1% HMI design, Training 
models, Error-proofing

Chen et al. (2021); 
Manigandan (2024); 
Lyssakov and Lyssakova 
(2019); Salas et al. (2012); 
Stetter et al. (2020)

Q1+Q2 9.2% Causal GANs + SHAP, 
BN-based data fusion

Wang et al. (2024); Ding 
et al. (2025a); Emroozi 
et al. (2024a); Liu et al. 
(2022); Pan et al. (2024)

Q2+Q3 3.4% BN-based intervention, 
Rule-based control

Kumar et al. (2020); Cheng 
et al. (2022); Yang et al. 
(2021)

Q1+Q3 1.2% Data-augmented 
control rules

Zhou and Lei (2020)

Q1+Q2+Q3 1.1% Integrated simulation 
framework

Emroozi et al. (2024b)
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superposition modeling, but real industrial systems involve complex 
nonlinear interactions, temporal accumulation effects, and contextual 
dependencies (Miranda et al., 2013). Validation system absence defi
ciency: research lacks specialized quality evaluation systems for HEA 
domains, continuing to use general machine learning metrics while 
safety-critical applications require causal consistency, contextual 
adaptability, and ethical compliance dimensions.

5.1.2. Disconnection between explainability theory and safety practice
The core challenge manifests at cognitive, technical, and application 

levels. Cognitive paradigm conflicts reflect fundamental differences 
between scientific cognition (pursuing objectivity, universality, repro
ducibility) and management decision-making (emphasizing con
textuality, timeliness, operability), leading to scientifically correct 
explanations lacking management operability (Nyrup and Robinson, 
2022). Technical capability boundaries appear in current explainable AI 
limitations: LIME and SHAP produce misleading results in complex 
nonlinear systems (Lundberg and Lee, 2017), while causal inference 
faces bottlenecks with high-dimensional variables and time-varying 
structures (Islam et al., 2022). Application adaptability gaps reflect 
mismatches between general explanation technologies and safety 
domain needs requiring stable, traceable, auditable explanations.

5.1.3. Systematic barriers in transformation application
Transformation from causal analysis to risk control faces systematic 

barriers at methodological and theoretical levels. Theoretical bridge 
absence constitutes the fundamental cause, where existing research 
lacks systematic connections between causal analysis addressing “what/ 
why” questions and risk control practice needing “how/effects” answers 
(Anjum and Rocca, 2019). Personalization-standardization contradic
tions emerge as DD-HEARC provides differentiated risk control while 
industrial safety management emphasizes standardization (Battles et al., 
2006). Dynamic adaptation insufficiency manifests in mismatches be
tween static analysis methods and dynamic control requirements, 
lacking real-time monitoring technology, dynamic updating mecha
nisms, and adaptive control algorithms (Seiti et al., 2022).

5.1.4. Methodological gaps in cross-dimensional integration
Cross-dimensional integration research scarcity reflects fundamental 

methodological gaps constraining DD-HEARC implementation. Missing 
systems thinking appears in localized research perspectives lacking 
systematic DD-HEARC understanding, leading to uncoordinated tech
nical development. Integration theory absence means research adopts 
empirical “trial and error” methods without scientific integration stra
tegies. Disunified evaluation standards create difficulties in ensuring 
research quality, where existing studies use respective evaluation sys
tems lacking unified benchmarks, constraining knowledge accumulation 
and method improvement.

5.2. Strategic directions for future research

5.2.1. Causal-aware data intelligence
The primary direction for future research is developing causal-aware 

data intelligence technology to fundamentally solve data sparsity 
problems. This includes causal-constrained data augmentation embed
ding causal structure constraints in data generation to ensure synthetic 
data maintains consistency in both statistical characteristics and causal 
mechanisms. Multi-modal sparse data fusion integrates text reports, 
numerical monitoring, images, and sensor data to construct panoramic 
HEA data views. Crucially, in the context of embodied intelligence, this 
sensing layer must extend to dyadic interaction data, capturing the 
synchronized states of both the human supervisor and the autonomous 
agent to identify latent conflicts in collaborative tasks (Prabhakar and 
Murphey, 2022). Adaptive data quality assessment mechanisms 
dynamically monitor causal distortion risks, while causal invariance 
theory identifies stable relationships across HEA domains to achieve 

cross-domain knowledge transfer.

5.2.2. Context-adaptive causal explanation
Developing context-adaptive causal explanation technology estab

lishes explainable AI systems truly meeting safety management needs. 
Multi-level causal explanation frameworks provide differentiated ser
vices according to stakeholders' cognitive characteristics and decision- 
making needs. For systems utilizing embodied intelligence, explain
ability must move beyond mathematical transparency toward intent- 
based transparency, ensuring that a robot's physical trajectory and 
planned actions are predictable and aligned with the operator's mental 
model (Luo et al., 2025). Dynamic causal inference systems achieve 
transformation from static analysis to dynamic monitoring, while 
counterfactual reasoning answers what effects would occur if certain 
interventions were taken through high-fidelity simulation and 
multi-objective optimization.

5.2.3. Intelligent risk control systems for collaborative environments
Constructing intelligent risk control systems achieves transformation 

from passive response to proactive prevention. A critical frontier resides 
in addressing the shifting error pathways within embodied intelligence, 
where risks transition from manual execution failures to supervisory 
lapses and automation biases in ostensibly unmanned processes. 
Individual-specific risk profiling establishes dynamic profiles for each 
operator, predicting error risks based on cognitive traits and experience. 
Adaptive intervention strategies must therefore evolve to manage 
human-robot trust calibration, dynamically adjusting autonomy levels 
or providing haptic/visual cues to maintain the human-machine team 
within a safe performance envelope (Guo and Yang, 2020). Effect 
evaluation establishes continuous optimization mechanisms through 
real-time monitoring and long-term causal effect tracking.

5.2.4. Cross-disciplinary methodological innovation
Promoting cross-disciplinary methodological innovation establishes 

theoretical systems and technical standards for DD-HEARC. Multi- 
disciplinary theoretical integration merges causal inference, machine 
learning, and safety science with robotics and human-computer inter
action (HCI) to address the systemic complexities of Industry 5.0 
(Gholamizadeh et al., 2025). Standardized evaluation systems establish 
unified benchmarks and multidimensional indicators for data quality, 
model performance, and application value. Open collaborative ecosys
tems construct industry-academia-research integration through 
cross-institutional data sharing and open-source tools, lowering the 
barriers to implementing resilient risk control in modern socio-technical 
systems.

6. Data-driven HEA three-dimensional analysis framework

Based on the systematic review findings, this study reveals that the 
DD-HEARC field suffers from systematic fragmentation and vicious cycle 
constraint relationships among three core challenges. To systematically 
break this cycle, this chapter proposes a three-dimensional analysis 
framework as the first systematic method integrating fragmented 
research elements into a comprehensive problem analysis space, as 
shown in Fig. 7. The framework's breakthrough value lies in: providing 
unified problem understanding by integrating scattered elements into 
temporal × logical × collaborative dimensions; establishing systematic 
cross-dimensional collaboration to break the Q1→Q2→Q3→Q1 vicious 
cycle; achieving paradigm shift from experience-driven to science- 
driven approaches for fundamental field transformation.

6.1. Temporal dimension: PSF causal evolution process

The temporal dimension reflects dynamic evolution from potential 
risks to actual consequences, embodying “PSFs → Human Error → HEA” 
temporal characteristics with distinct stage requirements. PSFs 
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Accumulation Phase corresponds to data scarcity problems in Section 
4.2, where individual fatigue, team communication barriers, organiza
tional defects, and system design issues manifest and reinforce. This 
stage requires multi-source data fusion technology, objective PSFs 
measurement methods, and domain knowledge-based quality control. 
Control strategies prioritize prevention through continuous monitoring 
and early warning due to relatively low costs and good intervention 
effects; Error Triggering Phase addresses human error data scarcity as 
accumulated PSFs interact with triggering factors, exceeding cognitive 
boundaries and causing decision errors or violations. This stage needs 
real-time error detection technology, dynamic causal inference 
methods, and rapid response mechanisms, requiring immediate inter
vention despite increased costs; Accident Evolution Phase tackles acci
dent data scarcity when errors propagate through system coupling 
toward adverse consequences. This stage focuses on data augmentation 
maintaining causal authenticity, dynamic accident modeling, and 
emergency response systems, emphasizing loss control despite highest 
costs.

6.2. Logical dimension: problem-solving logic levels

The logical dimension embodies hierarchical DD-HEARC problem- 
solving from data foundation to intelligent control, forming complete 
cognitive-action chains through three interconnected layers. Data In
telligence Layer builds analysis foundation addressing Section 4.2
sparsity challenges through: Multi-source Data Fusion establishing 
cross-domain integration mechanisms for accident reports, operation 
records, and monitoring data; Intelligent Data Augmentation developing 
causal-aware technologies using GANs and VAEs with causal con
straints; Quality Assessment Mechanisms ensuring data completeness, 
consistency, and reliability through multi-source verification; Causal 
Explanation Layer achieves mechanism understanding addressing Sec
tion 4.3 explainability challenges through: Causal Structure Discovery 
learning “PSFs → Human Error → HEA” networks using advanced al
gorithms; Explainable Reasoning providing transparent causal path ex
planations for different users; Risk Mechanism Identification revealing 
internal causation logic through mediation, moderation, and heteroge
neity analyses.; Intelligent Control Layer implements precise interven
tion addressing Section 4.4 transformation challenges through: 
Personalized Strategy Generation creating individual-specific risk pro
files and targeted interventions; Dynamic Strategy Adjustment adapting 
to real-time conditions through self-learning algorithms; Effect Evalua
tion and Feedback establishing continuous optimization through real- 
time monitoring and causal effect tracking.

6.3. Collaborative dimension: system collaborative capability

The collaborative dimension addresses Section 4.5 cross-dimensional 
integration gaps through four systematic collaboration types ensuring 
framework effectiveness. Cross-Domain Collaboration breaks traditional 
barriers achieving knowledge sharing among aviation, manufacturing, 
medical, and transportation fields through unified PSF classification 
systems and domain-adaptive transfer learning. Multi-Level Collabora
tion coordinates individual, team, organizational, and system causal 
relationships through inter-level transmission models and coordinated 
intervention measures. Human-AI Collaboration combines experiential 
wisdom with computational capability through expert-guided augmen
tation, verified discovery, and collaborative strategy formulation. 
Temporal-Spatial Collaboration coordinates temporal evolution and 
spatial distribution through dynamic causal modeling capturing time- 
lag effects and regional differences.

6.4. Application guidance value

The framework's core value lies in integrating fragmented elements 
into systematic cognitive tools providing strategic planning methods. 
Through three-dimensional cross-positioning, it identifies breakthrough 
opportunities like “Error Triggering + Causal Explanation + Human- 
Machine Collaboration” for real-time causal inference needs. For 
different users, it provides differentiated guidance: theoretical re
searchers identify weak links and innovation opportunities; method 
developers clarify systematic positioning and integration pathways; 
practitioners use it as risk diagnosis and strategy selection tools. The 
framework establishes common language for cross-disciplinary collab
oration, clarifying integration pathways for causal inference, machine 
learning, and safety engineering. Through systematic quality assurance 
and continuous improvement mechanisms, it promotes fundamental 
DD-HEARC transformation from experience-driven to science-driven, 
fragmented to systematic research, ultimately improving modern com
plex system safety management levels.

To illustrate how empirical studies map onto this framework, 
consider Emroozi et al. (2024b), which develops a system dynamics 
model for human error in industrial maintenance. This study naturally 
occupies the Error Triggering Phase in the Temporal Dimension, as it 
models how task complexity and operator fatigue converge to trigger 
cognitive errors. In the Logical Dimension, it spans the Data Intelligence 
Layer (using simulation-generated time-series data) and the Causal 
Explanation Layer (via feedback loop analysis in system dynamics that 
reveal non-linear causality). In the Collaborative Dimension, it em
bodies Human-AI Collaboration through an expert-in-the-loop calibra
tion process where domain knowledge refines model parameters. 

Fig. 7. DD-HEARC three-dimensional analysis framework.
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Similarly, Ding et al. (2025a)'s EEG-based human reliability assessment 
fits into the PSFs Accumulation Phase, as it continuously monitors fa
tigue and mood as latent risk factors. Its Logical Dimension includes 
Data Intelligence (multi-modal fusion of EEG and task data) and Causal 
Explanation (a Bayesian network linking physiological states to situa
tion awareness errors). The Collaborative Dimension is reflected in 
Multi-level Collaboration, as the model outputs feed into team-level risk 
profiling rather than staying at the individual level, thereby connecting 
cognitive science with operational safety management.

7. Conclusions

The primary finding of this study is the first systematic diagnosis of 
the structural bottlenecks in the DD-HEARC field. We identified that the 
field faces not isolated technical hurdles, but a vicious cycle constraint 
relationship (Q1→Q2→Q3→Q1). This systemic fragmentation explains 
why a decade of localized technical advances has failed to drive a 
fundamental leap in safety management. 

(1) Theoretical Contributions

The theoretical significance of this research is manifested through 
several pioneering contributions that redefine the conceptual bound
aries of the DD-HEARC domain. Primarily, this study provides the first 
systematic diagnosis of the structural pathologies within the field by 
elucidating the self-reinforcing vicious cycle between data sparsity (Q1), 
causal opacity (Q2), and transformation failure (Q3). By identifying this 
inherent pathology, the research establishes a robust scientific founda
tion for understanding why contemporary data-driven models 
frequently fail to meet the rigorous demands of safety-critical contexts. 
Furthermore, this work fills a significant methodological gap by inte
grating cybernetics, Safety-II, and cognitive engineering into a unified 
theoretical system, effectively transitioning the field from a reliance on 
fragmented algorithms toward a cohesive and integrated knowledge 
architecture. This synthesis is complemented by the innovation of a 
three-dimensional analysis framework—comprising logical, temporal, 
and collaborative dimensions—which serves as a systematic cognitive 
tool for positioning research within the broader human error accident 
landscape and facilitating meaningful cross-disciplinary synthesis. 

(2) Practical Implications

The practical value of this research lies in its potential to catalyze a 
fundamental paradigm shift in safety governance by translating theo
retical insights into actionable organizational strategies. For safety 
managers, this study serves as a critical diagnostic instrument to identify 
the systemic origins of intervention failures, advocating for a transition 
from rigid, rule-based protocols toward adaptive, causal-aware strate
gies that are harmonized with the operator's real-time situational 
awareness. Simultaneously, the work provides method developers with 
a strategic roadmap and the technical benchmarks required to engineer 
the next generation of human error accident analytical tools. By prior
itizing the development of causal-aware data intelligence and context- 
adaptive explanations, developers can ensure that artificial intelli
gence outputs are both ethically trustworthy and operationally action
able within high-stakes environments. At the macro level, this research 
offers significant guidance for policy makers by elucidating the critical 
feedback loop between application failure and data investment. By 
highlighting how operational setbacks discourage resource allocation, 
the study underscores the necessity of fostering open collaborative 
ecosystems that lower the institutional barriers to cross-industry data 
sharing and collective learning, thereby ensuring the long-term resil
ience of modern socio-technical systems.
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