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Abstract: In a system of systems (SoS), resilience is an important
factor in maintaining the functionality, stability, and enhancing the
operation effectiveness. From the perspective of resilience, this
paper studies the importance of the SoS, and a resilience-based
importance measure analysis is conducted to provide suggestions
in the design and optimization of the structure of the SoS. In this
paper, the components of the SoS are simplified as four kinds
of network nodes: sensor, decision point, influencer, and target.
In this networked SoS, the number of operation loops is used as
the performance indicator, and an approximate algorithm, which
is based on eigenvalue of the adjacency matrix, is proposed to
calculate the number of operation loops. In order to understand
the performance change of the SoS during the attack and defense
process in the operations, an integral resilience model is proposed
to depict the resilience of the SoS. From different perspectives of
enhancing the resilience, different measures, parameters and the
corresponding algorithms for the resilience importance of compo-
nents are proposed. Finally, a case study on an SoS is conducted
to verify the validity of the network modelling and the resilience-
based importance analysis method.
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1. Introduction

In recent years, resilience has aroused interest of more
and more researchers from different domains, especially
the complex systems [1] and infrastructures [2]. The term
‘resilience’ originates from Greek ‘resilere’, which means
‘bounce back’ [3]. In 1970s, Holling [4] first defined ‘re-
silience’ in the study of ecology as the ability of an ecosys-
tem to recover to the original balanced status after en-
vironmental change or human activities. Since then, the
term ‘resilience’ is used to depict the ability that a sys-
tem or entity can restore its performance or function after a
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disruptive event, and this definition is already used in dif-
ferent subjects, e.g., ecology [4,5], sociology [6,7], eco-
nomics [8,9], and engineering [10,11].

In engineering discipline, the resilience of a system is
defined as the ability that a system can resist collapse and
recover its performance characteristic after a disruptive
event, e.g., system malfunction, being attacked [12]. The
resilience of a system is strongly related to reliability (the
ability to perform the intended function), robustness (the
ability to resist malfunctions or external attacks) and re-
coverability (the ability to recover from malfunctions or
external attacks), and thus affects the performance of the
system. In system of systems (SoS) theory, resilience is
the ability that an SoS restores its weakened performance
with its characteristics and structure. For an SoS consist-
ing of several systems, resilience is an important guarantee
that a system can remain stable and perform its expected
functions. Among the member systems of the SoS, each
component has different degrees of importance, which re-
quires a resilience importance measure (RIM) for the SoS,
and hence provides a direction for the design and optimiza-
tion of SoS.

In the research on design and optimization of SoS, the
abstraction of the SoS into a network is commonly used
in SoS modelling. The last decades have witnessed inten-
sive studies on the network components and the connec-
tion among them, especially in the research of network
centric warfare (NCW). In NCW, the evolution of an SoS
is simplified as the process of decision making and ex-
ecution. Specifically, the entities of ally are divided into
three categories: sensors, decision points, and influencers.
Meanwhile, considering the antagonism in systematic ope-
ration, the entities of the opponent are abstracted into tar-
gets [13,14]. As a matter of fact, the above categorization
is constructed on the basis that the operation of an SoS can
be seen as a process of decision and action. Therefore, in
other domains, e.g., critical infrastructure, transportation
system, the components are also abstracted into the above
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four categories. In this study, we follow the above catego-
rization, and use the above four categories of components
in the modelling and research on resilience and importance
measure analysis.

When analyzing the resilience importance of an SoS,
it is a basic method to build a resilience model that ana-
lyzes the disruptive events and the influence. As a matter
of fact, all systems will encounter different kinds of inter-
ference in life circle, thus preventive or resistant strategies
are used to guarantee the operational capacity and resistibi-
lity against the interference, e.g., intentional attacks, natu-
ral disasters, human accidents, and malfunctions. Previous
studies have offered insight into these strategies in different
types of SoS, e.g., protecting critical system elements [15],
operating in degraded mode [16], providing redundancy
[17], deploying false targets [18], and launching preven-
tive strikes [19]. The abovementioned strategies improve
the survivability of the SoS by different approaches, while
the mechanisms of these strategies can be intelligibly sub-
divided into three categories: predicting the adverse event,
deferring its occurrence, and improving the reliability of
the SoS [20]. Take the false target deployment as an exam-
ple, when an approaching threat is detected (predicted), the
system will deploy a false target so that the adverse event
is excluded (deferred). However, it is sometimes costly and
unrealistic to prevent or evade the adverse event; therefore,
we hope that the SoS can quickly restore its performance
from the disturbing event. Resilience, therein, is a measure
to depict such ability of an SoS. Many devastating events
have proved the significance of resilience in an SoS, be-
cause it is the key factor to diminish the impact brought
by the adverse events [21,22]. Generally, there are three
characteristics that build up the resilience of the SoS: in-
dependence of component functions, redundancy of inter-
systematic functions, and self-reconstructive or evolutional
functions [23]. Among the above three characteristics, re-
silience is based on the redundancy of inter-systematic
functions, while resilience is accomplished by the self-
reconstructive and evolutional functions. In an SoS, when a
subsystem failure causes malfunctions, the performance of
the SoS can be recovered by recombining the other compo-
nents. In a word, there are many factors that enable the SoS
to resist and restore from adverse events and performance
decrease, including redundancy, and reliable or effective
recovery measures. This manuscript will focus on the dis-
ruptive events, divide the process of performance change
into different phases, and study the factors that affect the
resilience of SoS.

Analyzing the resilience importance of an SoS is one as-
pect of importance analysis. Another important issue in the
reliability and risk analysis of complex system is the recog-
nition of uncertainty. When analyzing the uncertainty, the

measure of importance is to recognize the uncertain com-
ponent parameters that pose the biggest impact on the over-
all performance with the help of sensitivity analysis [24].
Importance measurement is an efficient tool to recognize
the important input parameters and regulate the uncertainty
of system output. Thus, analysts can depict the most influ-
ential or critical risk context by importance measure anal-
ysis, and, therefore, optimize the design of system and im-
prove the logistic strategy.

In order to determine the importance of system com-
ponents, previous studies proposed a variety of indexes
measuring components importance. The most commonly
used indices are Birnbaum measure, failure critical index
(FCI), the Fussell-Vesely measure, risk achievement worth
(RAW), risk reduction worth (RRW), etc. [25]. In addi-
tion, there are derivatives of parameters in system risk,
such as the likelihood ratio gradient [26]. Moreover, re-
search on the uncertain importance measure (UIM) method
of parameters combined with the probabilistic risk as-
sessment (PRA) method in reliability models is a prior-
ity in the field of reliability and safety analysis [27 —30].
Meanwhile, other UIM indices are researched from dif-
ferent prospectives in reliability, such as time-independent
[31,32] or cost-based importance measure [33,34], and lo-
gistic support process [35].

The literature above indicates that it is important to con-
duct importance measure analysis on the system nodes and
analyze the design and optimization of the system from
the perspective of resilience [36]. Previous studies on im-
portance measure analysis of system or SoS focused on
the influence of the accession of a new SoS member, while
neglecting the influence of resilience. Focusing on the im-
provement of resilience, this article proposes a modeling
method of SoS network, in which the observe—orient—
decide—act (OODA) loop is used to quantify the perfor-
mance of the system, and the trend of performance change
is studied to build the resilience model. Furthermore, an
analytical method is proposed to measure the resilience
and provide different resilience-based importance indices.

2. OODA-based resilience model
2.1 Two types of resilience model

There are two different types of SoS resilience: time-
irrelevant model (i.e., quotient resilience model), and time-
relevant model (i.e., integral model) [37]. Fig. 1 illustrates
the trends of SoS performance under the two resilience
models, where o(t) represents the SoS performance at
time ¢.

(1) Quotient resilience model

In the resilience process, the occurrence of a disruptive
event ¢/ will decrease the performance of SoS, while re-
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covery measure can restore the performance. In the quo-
tient resilience model, as shown in Fig. 1(a), the resilience
of the SoS is defined as the ratio of the restored perfor-
mance to the lost performance. Equation (1) provides a
concise expression of SoS resilience:

R(t) = Prestored (t)/(plost (td) (1)

where R(t) represents the resilience of the SoS,
@restored (t) Tepresents the restored performance at time ¢,
i.e., the difference between performance at time ¢ under re-
covery strategies and the minimum performance under the
disruptive event e, and ©lost (t) represents the maximum
performance loss, i.e., difference between original perfor-
mance before ¢/ and minimum performance under e’.

o(?)

Disruptive event e/

00() s —————————————

to te
(a) Quotient resilience

tq ts tr Time

(1)

Po(0)

Time

(b) Integral resilience

Fig.1 Trends of SoS performance in the disturbing event under two
resilience models

Equation (1) exhibits the ability that an SoS can bounce
back to the normal performance after a disruptive event.
If the SoS can restore its performance completely, i.e.,
Prestored (t) =  Plost (td)’ we say the SoS has com-
plete resilience; if the SoS does not restore at all, i.e.,
Recovery(t) = 0, we say the SoS has no resilience. In this
model, resilience is defined as the ratio of restored perfor-
mance to the lost, thus it is called the quotient resilience
model.

In the quotient resilience model, when performance in-
dicator (t), time of disruptive event e/, start time of re-
covery t,, and end time of recovery t; are determined,
the SoS resilience, equivalent to R(t) in (1), can be rep-
resented as

p(tle’) — o(tale’)

Rq(tle?) = o(to) — (taled)

;> @)

where Rq(t|e?) represents the quotient resilience of the
SoS at time ¢ after the disruptive event e/, ¢(t|e?) repre-
sents the SoS performance at time ¢, and o(t4]e’) repre-
sents the SoS performance after the disruptive event /.

The denominator in (2) represents the reduced perfor-
mance of the SoS, and less reduced performance means
better SoS resilience; the numerator represents the perfor-
mance recovered by the recovery measure. Therefore, the
denominator and numerator respectively represent the in-
fluence of the disruptive event and the recovery measure.

(i1) Integral resilience model

The quotient resilience model can only depict the re-
silience of the SoS at a certain time, while neglecting the
overall effect of SoS resilience during the whole attack-
recovery process. Integral resilience model, however, mea-
sures the SoS resilience in the process by calculating the
accumulated effect of performance over time. Fig. 1(b)
illustrates the triangular integral resilience model, which
evolves from Fig. 1(a). The resilience triangle, which is
the dash area in Fig. 1(b), illustrates the performance loss
after the disruptive event. In the integral model, the perfor-
mance lost in the resilience process can be mathematically
represented as

t1

Re = | 1100~ Qo 3)
to

where Ry, represents the performance lost in the resilience

process, and Q(t) = 100¢(t)/¢(to) represents the quality

of SoS performance. When there is no adverse event, Q(t)

is assigned to be 100.

In the integral model, a smaller resilience triangle indi-
cates better SoS resilience. To enhance the resilience, the
resilience triangle, or the value of R, should be small. For
example, increasing the performance and reducing the time
cost in the recovery will result in higher resilience.

In the integral resilience model, the retention amount of
performance, instead of the lost amount of performance, is
used to depict the SoS resilience. This can be mathemati-
cally represented as

t
J o(uled)du
to

Rr(tled) = t>ts 4)

t i
J p(to)du
to
where Ry (t|e?) represents the integral resilience at time ¢
after the disruptive event e/, (t,) represents the expected
performance with no disruptive event, and ¢(ule’) is the
SoS performance at time ¢.

The numerator in (4) is the integral of SoS performance
to time during the disruptive event, while the denominator
represents the integral of expected SoS performance with
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no disruption. The area under the performance curve indi-
cates the accumulated effect of SoS performance over the
time.

2.2 Performance measurement of SoS

2.2.1 OQODA loop of SoS

According to the above resilience model, a performance
indicator ((t) must be defined in the analysis of SoS
resilience. Previous studies on the network-based SoS
model also defines various measures of network perfor-
mance. Network efficiency and largest connected compo-
nent (LCC) are two common performance measurements
in the study of complex networks. To some extent, these
traditional measurements reflect the performance of the
SoS, while they are limited to some certain aspects of the
performance [38]. For example, network efficiency focuses
more on the ability of the network to transmit information,
while LCC neglects the functionality of other connected
groups of nodes. In NCW, the operation loop provides a
description for the operational process of a weapon SoS
by extracting the decision and operation loop in the opera-
tional process. More operation loops indicate more alterna-
tives in decision-making, thus will provide higher fighting
capacity. Therefore, the number of the operation loop is a
comprehensive and popular indicator to measure the per-
formance of an operational SoS.

The OODA loop is a decision cycle known as the Boyd
cycle, first proposed by U. S. Air Force Maj. John Boyd
[39]. Although the OODA loop originates from the com-
bat process, this theory has been widely used in military,
business, public administration, etc., especially in military
command and control. In OODA theory, the military ope-
ration is divided into four basic activities: observe, orient,
decide, and act, and an operation loop is a closed-loop con-
sisting of the four activities: detect the sensor (S) and trace
the target (T), and transmit the target information to the
decision point (D) [40]; the decision point makes decision
and issues the order after analyzing the target information
and the operational situation; influencer (I) takes action,
after which sensor (S) will detect the target again to affirm
the attack; finally, the decision point will decide whether a
second action is needed. In modern military theory, an ope-
ration is a cyclic process consisting of observation, judge-
ment, and action. Owing to the difference between the re-
liability and capacity of each component, the performance
of different operation loops is not the same, however, a net-
work with more operation loops is able to process more in-
formation and launch more strikes in operations, and have
more alternatives when some of the SoS components fail.
Therefore, we propose that the number of operation loops
is suitable for the measurement of the SoS performance.

As a description of decision and action, the operation
loop is also significant in complex network: nodes in a net-
work can be classified as four types: sensor, decision point,
influencer and target. When these four types of nodes con-
stitute a loop, the corresponding decision and action are
finished. Further, the number of OODA loops illustrates
the operational efficiency of the network. Therefore, in this
study, we take the number of OODA loops as the perfor-
mance indicator ¢(t) in the resilience analysis.

2.2.2  OODA loop approximate algorithm

In this study, the number of operation loops is calculated by
an approximate algorithm based on eigenvalue of the net-
work adjacency matrix. When the scale of the SoS is very
large, the connectivity of the network will be complicated,
thus in this study, the number of closed loops is used as
an approximation of the number of closed operation loops,
i.e., ignoring the sequence of nodes in an operation loop.
An SoS can be simplified as a heterogeneous network
consisting of specific components and connection, includ-
ing sensors, decision points, influencers, and targets. As-
sume an operational network with /V entities, the topology,
i.e., connections between entities, can be explicitly repre-
sented as an adjacency matrix A = [a,;]nx N, Where

1,
Qi = 0

We use a simplified SoS example to illustrate the cal-
culation of operation loops. The SoS consists of decision
node D1, sensor nodes S and So, influencer nodes I; and
15, and target node 7. This operational network can be
represented as matrix A in Fig. 2. The number of opera-
tion loops can be estimated with matrix A.

@ Sy $ DLy L Ty

node ¢ is connected to node j
node 7 is not connected to node j

&)

0010 0 0S5
@ 0010 0 0S,
OF P ,oouiian
A:

Q 0 000 0 1|4
0000 0 15
Q 1 100 0 0T

SoS network Matrix A

Fig. 2 Simple example of SoS and its corresponding adjacency ma-
trix

In Fig. 2, it is evident that the number of loops that
pass through D; with the length of 4 is 4. While in large-
scale SoS networks, the number of operation loops is large.
Since the operation loop is a special case of the closed
loop, it is assumed that a large number of closed loops in-
dicates a large number of operation loops. Therefore, the
number of closed loops can be used as an estimation to the
number of operation loops.
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Let n¥ represent the number of closed loops that pass
through node v; with the length of k, i.e., the number of
closed paths that start at v; and end at v; with k steps. In
matrix A”, the matrix multiplication of As, each element

( ") equals the number of paths from node ¢ to node j with
k steps therefore the elements on the primary diagonal in
matrix A* equals the closed loops that pass through v; with
the length of &, i.e., n¥ = !,

For the network in Fig. 2, we obtain

S1 S Dy I I Th
o o0 o o0 0 2 S
o o0 o o0 0 2 So
|2 2 0 0 0 of D
o 0O 2 0 0 O I
o 0O 2 0 0 O I
o o0 o 2 2 0 Ty
Sl SQ D1 Il 12 Tl
r2 2 0 0 0 07 S5
2 2 0 0 0 0 So
|0 0 4 0 0 0o D
o 0 o0 2 2 0 L -
o 0 o0 2 2 0 I
Lo 0 0 0 0 4] T

The number of operation loops with the length of £ can
be calculated [41] with

N N
Sk = Z af, = trace(A") = Z AF (6)
i=1 i=1
where A\F, A5, ...,
Ak,
Therefore, the number of all operation loops in the SoS
can be calculated by summarizing Sy,

0o oo N
=2 S=2 2N )
k=1 k=11i=1

To estimate the number of operation loops, we adopt
the approximate algorithm proposed by Tan et al. [42], in
which a weighted sum ¢, = 1/k! is used to eliminate the
recalculation of loops with multiplied lengths as well as
the influence of the length of the loops. Mathematically,

Z%%—ZZ. Ze ®)

k=1 1i=1

MK, represent the eigenvalues of matrix

For a large-scale network, the value of S’ is very large.
Therefore, we rescale S’ [42] as

1 N
=% Ze% 9)
=1

The above equation provides an approximate method
with simple parameters in the matrix, while depicting an
important aspect of the performance of the SoS network.
Equation (9) is not the exact number of operation loops,
though, the weighted sum of closed loops considers the
structural properties of the SoS, and hence is more prefer-
able in computational efficiency. Therefore, in this study,
S is used as a comprehensive indicator to measure the per-
formance of an operational SoS.

2.3 Resilience using OODA loop

In this study, the integral resilience model is used to mea-
sure the resilience of the SoS. Considering the number of
operation loops during the degeneration and recover pro-
cess, the resilience of the SoS under a certain disruptive
event ¢/ can be represented as

t
|| st
R((to, t)|e’) = <o (10)
|| st
to
where R((to,t)|e”) represents the integral resilience of the
SoS at time ¢ after the disruptive event e’. S(t,) represents
the number of operation loops with no disruptive event.
S(t) represents the number of operation loops at time ¢
during the mission.

Integral resilience measures the accumulated perfor-
mance of the time, and the ability of the SoS to perform
the expected functions in a time period. In order to mea-
sure the accumulative effect of the SoS performance, the
resilience at the end of the mission is measured to depict
the resilience of the SoS.

Therefore, on the basis of (10), we propose a definition
of overall resilience Rj,: the ability of an SoS to maintain
its expected functionality after a disruptive event /. It can
be measured by integral resilience at time interval [tg, t,,):

["50an)
Hto (11)

fm S(to)d(1)

to

R = R((to, tm)|e?) =

where S(t() represents the number of operation loops after
the disruptive event e/, and S(t) represents the number of
operation loops at time ¢ under the mission circumstance.

3. Importance measure analysis

As introduced above, the mechanisms of strategies to im-
prove the survivability of the system can be divided into
three categories: predicting the adverse event, deferring its
occurrence, and improving the reliability of the SoS. The
three categories actually represent the strategies conducted
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in three phases: before, in, and after the disruptive event.
Accordingly, in analysis of importance of the SoS compo-
nents, the measurement changes along with the phase of
the strategies. In this section, the importance measures in
three phases are introduced respectively.

3.1 Pre-event importance measure

Pre-event importance measure is to analyze the impact of
addition of a node before the occurrence of the disruptive
event. As shown in Fig. 3, the two curves respectively rep-
resent the trend of SoS performance in the resilience pro-
cess with and without the addition of a new node n;. The
solid line represents the original trend of SoS performance
in the resilience process S(t), while the dashed line repre-
sents the trend after the addition of a new node S, (t).
When the start time and end time of event e’ (t., t4), as
well as the start time and end time of recovery measure
(s, t f) are determined, we obtain the overall resilience of
the SoS at time ¢,,, and the pre-event importance indicator.

S0

§+'L([ 0
S(t9)

Disruptive event e/
S+n, (tf)
e

oo Recove
""--‘.?*”"(t) measurI;ty

[

[

[

[

S+n,v(td) ****** T } }

|

) T o
| | |

\ \ | Il

L 1 L | |

t t, ty t oty t

: With new node n;; ~ —— : No new node.

Fig.3 Trends of SoS performance in pre-event importance measure

Therefore, pre-event RIM can be mathematically repre-

sented as
o _ Rp_in, — Rp

where R,,_,, represents the overall resilience towards the
disruptive event with new node n;; R;, represents the situ-
ation without new node n;. Combining (11) and (12), we
obtain

12)

Cont = Rh_+;€h_ By _
tm
LOtSW MO Sw
L"f§@yuw Serni(to)

3.2 Middle-event importance measure

Middle-event importance measure is to analyze the impact
that a new node is added to the network during the disrup-
tive event. As shown in Fig. 4, the three curves respectively

represent the SoS performance after event ¢’ in three dif-
ferent states of new node n;: the normal status, no node
failure, and no failure on node n;. The corresponding sym-
bol of the performance under three states is marked in the
figure. Note that when failure occurs in fewer nodes, the
recovery time will decrease, i.e., t}v <t f-

K0

E(fo)
S(p)

Disruptive event ¢/

St 1)

SNﬁn,-(td)
S(tq)

|
|
|
|
|
|
|
|
|
1,

|
|
) Lo 7] L t 1 m t

-——: No node failure; : Node n; functioning normally;

— : Normal condition.
Fig.4 Trends of SoS performance in middle-event importance mea-

sure

According to the definition of integral resilience, the
dash area in Fig. 4 represents the accumulative effect of
the SoS performance when node n; does not fail. Given
the ending time of recovery measure tj‘y - the overall re-
silience of the SoS at time ¢,,, can be calculated to measure
the middle-event importance.

Therefore, middle-event RIM can be mathematically
represented as

CN_nqz = Rh_N_R?; — Rh

where Rj,_n_p, represents the overall resilience when the
new node n; does not fail; Ry, represents the normal situa-
tion. Combining (11) and (14), we obtain

(14)

CNJH = Rh_N_R?;_ Rh =
" Sn_n, () — S(t)

3.3 Post-event importance measure

Post-event importance measure is to analyze the impact
that a set of failure nodes are recovered after the disruptive
event. As shown in Fig. 5, the three curves respectively rep-
resent the SoS performance after event e/ in three different
situations of recovery: recover all nodes, recover node n;
only; and no recovery. The corresponding symbol of the
performance under three situations is marked in the figure.
Note that ¢} < ty.

According to the definition of integral resilience, the
dash area in Fig. 5 represents the accumulative effect of
the SoS performance when node n; is recovered.



926

'S(¢) | Disruptive event e/

S(t
5(t0) Recovery g(7)
measure

S(ta)p——==——==

-————:Norecovery; -

: Normal condition.
Fig. 5 Trends of SoS performance in post-event importance mea-
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Accordingly, after-event RIM can be mathematically
represented as

R — R
CTJ” _ h_r_n; h_Nr (16)
Ry N
where Ry _r_n, represents the overall resilience when the
failure node n; is recovered; Ry, represents the normal si-

tuation. Combining (11) and (16), we obtain

_ Rh_r_ni - Rh_N’I"

Cp .,y = ———7 — 7= =
‘ Rh_Nr
b Sy, (1) — S (t)
AN d(t). 17
LO e agy (17)

4. Case study
4.1 Simple example

In this study, the process of resilience and importance mea-
sure analysis is examined by a simple but integrated case
study, in which the sensors, decision points, influencers,
and opponent targets are extracted from an operation SoS.
Table 1 illustrates the types, numbers, and symbols of
nodes in the network. Table 2 illustrates the probability
that two nodes of different types are connected. For ex-
ample, Prs = 0.4 represents that the probability that a
sensor node is connected to a target node is 0.4. Hence, the
SoS network, which is generated with the model parame-
ters in Table 1 and Table 2, is exhibited in Fig. 6. Note that
different colors of nodes represent the node types.
Table 1 Nodes in the network

Type Notation Number
Sensor (S) S1, 82,53, 84, S5, Se, S7, S 3
Decision point (D) Dy, D2, D3 3
Influencer (I) 11,12, 13, 14, Is, Ig, I7, Ig 8
Target (T) T1,T>, T3, Ts 4

Table 2 Probabilities of connection between node types

Connection Notation Probability
Target— Sensor Prg 0.4
Sensor— Decision point Psp 0.6
Decision point—Decision point Ppp 0.6
Decision point—Influencer Ppr 0.6
Influencer— Target Prr 0.3

Journal of Systems Engineering and Electronics Vol. 30, No. 5, October 2019

. : Node S; . : Node D;
@ :Node ; @) : Node T.

Fig. 6 SoS network in the case study

4.2 Resilience analysis

In this case study, without loss of generality, we assume
there are two disruptive events: e', e?. When e! occurs,
nodes S, D1, I; will fail, i.e., N]?I = 3: when e2 occurs,
nodes Sy, Sy, and I will fail, i.e., N;z = 3. Each node
in the network has only two states: normal or malfunction,
and the status of each node will change in the presence of
attack or recovery.

Without loss of generality, we set the start time of the
mission g = 0, and the duration of the mission is 18 time
units, therefore, ¢,,, = 18. At time t. = 4, the SoS is
subject to attack until {; = 7. When the attack begins,
the abovementioned nodes will fail in sequence at random
times in the attack duration. Meanwhile, the last failure oc-
curs at the end of the attack duration. In the simulation, we
generate Ny — 1 random numbers in time interval (t, t4)
to define the start times of each node failure: ¢4 = 4.8,
td2 = 6.1, and tdg =T.

Before the recovery begins, we assume the preparation
time is 3 time units, thus ¢, = 10. During the recovery,
the sequence of recovering each node depends on the types
of the nodes. The priority of recovering different types of
nodes follows D > S > I. When recovering nodes of
the same type, nodes that possess higher degrees will be
recovered first. Also, the recovery time, depicted as mean
time to repair (MTTR), of each node varies with its type,
as shown in Table 3.

Table 3 MTTR of network nodes

Node S1 D1 I Sg Sa Is
Degree 5 15 2 6 3 2
MTTR 1.6 2 1.4 1.6 1.6 1.4
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As mentioned above, the sequence of recovering each
node in event e! follows D; > S; > I;, and the reco-
very of each node finishes at time: ¢,1; = 12, ¢,12 = 13.6,
and ¢,13 = ty1 = 15. Likewise, for event €2, the recovery
follows: Sg > Sy > Is, typo1 = 11.6, t.90 = 13.2, and
tro3 = tpo = 14.6.

The above assumptions and settings are extracted from
an imitative operational context and might not accord with
the real operational situation, but they are applicable and
feasible in the study of resilience. Substituting matrix A
into (9) at any time during the resilience process, we can
calculate the number of operation loops and plot the trend
of the SoS performance, as shown in Fig. 7.
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Fig.7 Performance of the SoS during the disruptive events

According to (11), the overall resilience of the SoS dur-
ing the disruptive events can be obtained in the following.
The overall resilience during e':

jtm S1(0)d(t)

140.58
Ry = =~ =g = 0-7810. (18)
| spate
to
The overall resilience during e:
t7n _
So(t)d(t
L 20y 0
Rps = - = =0.8449. (19

tm
| sy
to

The above results show that Rjo is greater than Ry,
which indicates that the SoS is more resilient against event
e2. There are two reasons for the difference. In the attack
process, event e leads to the failure of decision point D1,
which is the key node in the SoS. Since there are only three
decision points in the network, any component failure in
decision points will result in large quantities of discon-
nected operation loops and sharp decrease of performance.
On the other hand, in the recovery process, the recovery of

decision points costs more time. Hence the SoS will remain
in low performance for longer, and cannot perform the ex-
pected functions of command and control. From (13), (15)
and (17), it is evident that if the SoS is in low performance
for long, the SoS is less resilient.

4.3 Importance measure analysis

In this section, we conduct the RIM analysis on event e!
in the network shown in Fig. 6. After the disruptive event,
nodes S1, Dj, and I; fail, by which we can measure the
resilience importance of each node.

4.3.1 Pre-event RIM

In pre-event RIM, we add a node to the network and trace
the performance of the SoS during event e!. The new node
can be a sensor (.5), decision point (D), or an influencer
(I), and the trends of performance in three conditions are
respectively shown in Fig. 8.
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Fig.8 Trends of SoS performance when different types of new nodes
are added

The overall resilience of the SoS, and the pre-event re-
silience importance are illustrated in Table 4.

Table 4 Resilience and importance in pre-event analysis
Measure Normal Adding node S Adding node D Adding node I
R 0.641 6 0.7415 0.8511 0.701 5

RIM 0.1556 0.3264 0.093 2

4.3.2 Middle-event RIM

Following the steps introduced in Section 3.2, we obtain
the trends of SoS performance in different conditions in
middle-event RIM, as shown in Fig. 9.
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Fig. 9 Trends of SoS performance when encountering different
types of failure

The overall resilience of the SoS, and the middle-event
resilience importance are illustrated in Table 5.

Table 5 Resilience and importance in middle-event analysis

S1 functioning D functioning I functionin
Measure Normal ~! & 1 g g

normally normally normally
R 0.7810 0.8400 0.886 2 0.8327
RIM 0.0755 0.134 7 0.066 2

4.3.3 Post-event RIM

Following the steps introduced in Section 3.3, we obtain
the trends of SoS performance in different conditions in
post-event RIM, as shown in Fig. 10. The overall resilience
of the SoS, and the middle-event resilience importance are
illustrated in Table 6.
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Fig. 10 Trends of SoS performance under different recovering mea-
surements

Table 6 Resilience and importance in post-event analysis

Recovering  Recovering  Recovering
Measure  No recovery S1 only D only I only
R 0.605 2 0.637 2 0.698 6 0.6539
RIM 0.0529 0.154 2 0.080 4

4.3.4 RIM of different nodes

In Fig. 11, the resilience importance of different types of

nodes in the network is illustrated with a histogram. As
shown in the histogram, the importance index of deci-
sion points D is high in pre-event, middle-event, and post-
event. This is because the decision points possess high de-
grees and that all operation loops are subject to a small
number of node Ds. Once more decision points are added
to the network, the number of operation loops will con-
siderably increase the number of operation loops. Hence,
the performance of the operational network will increase
and the SoS can maintain its performance during the dis-
ruptive events. If the decision points can maintain the ex-
pected functions during disruptive events, the SoS will lose
only a small quantity of operation loops. Meanwhile, if the
failed decision points are recovered in priority, the SoS will
restore its performance rapidly. In summary, our results
of importance measure analysis indicate that the decision
points are vital for an SoS as well as for the improvement
of resilience. In all the three types of RIM analysis, i.e.,
pre-event, middle-event, and post-event RIM, the decision
points should be addressed more.
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Fig. 11 Resilience importance of different types of nodes

5. Conclusions

Since the structure and quantity of member systems in an
SoS are complex, it is important to design and optimize
the SoS from the perspective of resilience importance, so
that the SoS will be more resilient when confronted with
uncertain disruptive events. In this study, we propose an
NCW-based model to describe the components and con-
nections of an SoS, in which the performance is mea-
sured by the number of operation loops. In the resilience
analysis, we conduct RIM, focusing on the attack and re-
covery process of the SoS. From the perspective of re-
silience, we propose and examine the resilience indicator
of SoS and the corresponding algorithms. Specifically, the
resilience situations are classified into three types accord-
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ing to the phases of performance change under disruptive
events: pre-event, middle-event, and post-event. The dif-
ference of the three conditions is also the source of reasons
for resilience: pre-event resilience depends on component
redundancy, middle-event resilience depends on SoS relia-
bility, and post-event resilience depends on the recovery of
the SoS. Besides, other source of SoS resilience, e.g., SoS
evolution, reconfiguration, task-reorganizing, are to be ex-
amined in the future research.
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